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CHAPTER  7
Hypothesis Generation and Testing

A
nalysis conducted by the intelligence, law 
enforcement, and business communities will 
never achieve the accuracy and predictability 
of a true science, because the information with 

which analysts must work is typically incomplete, ambiguous, and potentially 
deceptive. The analytic process can, however, benefit from some of the lessons of 
science and adapt some of the elements of scientific reasoning.

The scientific process involves observing, categorizing, formulating hypotheses, 
and then testing those hypotheses. Generating and testing hypotheses is a core 
function of structured analysis. A possible explanation of the past or a judgment 
about the future is a hypothesis that needs to be tested by collecting and presenting 
evidence. The first part of this chapter describes techniques for generating 
hypotheses. These and other similar techniques allow analysts to imagine new 
and alternative explanations for their subject matter. The process of generating 
multiple hypotheses can provide a strong antidote to several cognitive biases: It 
mitigates against the Anchoring Effect by spurring analysts to generate alternative 
explanations, reduces the influence of Confirmation Bias by exposing analysts to new 
ideas and multiple permutations, and helps analysts avoid Premature Closure.

These alternative explanations then need to be tested against the available 
evidence. The second part of this chapter describes techniques for testing 
hypotheses. These techniques spur the analyst to become more sensitive to 
the quality of the data, looking for information that not only confirms but can 
disconfirm the hypothesis. By systematically reviewing all the evidence, the 
cognitive biases of focusing too much attention on the more vivid or most familiar 
scenarios can also be mitigated.

The generation and testing of hypotheses is a skill, and its subtleties do 
not come naturally. It is a form of reasoning that people can learn to use for 
dealing with high-stakes situations. What does come naturally is drawing on our 
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existing body of knowledge and experience (mental model) to make an intuitive 
judgment.1 In most circumstances in our daily lives, this is an efficient approach 
that works most of the time. For intelligence analysis, however, it is not sufficient, 
because intelligence issues are generally so complex, and the risk and cost of error 
are too great. Also, the situations are often novel, so the intuitive judgment shaped 
by past knowledge and experience may well be wrong.

When one is facing a complex choice of options, the reliance on intuitive 
judgment risks following a practice called “satisficing,” a term coined by Nobel Prize 
winner Herbert Simon by combining the words satisfy and suffice.2 It means being 
satisfied with the first answer that seems adequate, as distinct from assessing 
multiple options to find the optimal or best answer. The “satisficer” who does seek 
out additional information may look only for information that supports this initial 
answer rather than looking more broadly at all the possibilities.

Good analysis of a complex issue must start with a set of alternative 
hypotheses. Another practice that the experienced analyst borrows from the 
scientist’s toolkit involves the testing of alternative hypotheses. The truth of a 
hypothesis can never be proven beyond doubt by citing only evidence that is 
consistent with the hypothesis, because the same evidence may be and often is 
consistent with one or more other hypotheses. Science often proceeds by refuting 
or disconfirming hypotheses. A hypothesis that cannot be refuted should be taken 
just as seriously as a hypothesis that seems to have a lot of evidence in favor of it. 
A single item of evidence that is shown to be inconsistent with a hypothesis can 
be sufficient grounds for rejecting that hypothesis. The most tenable hypothesis is 
often the one with the least evidence against it.

Analysts often test hypotheses by using a form of reasoning known 
as abduction, which differs from the two better known forms of reasoning, 
deduction and induction. Abductive reasoning starts with a set of facts. One then 
develops hypotheses that, if true, would provide the best explanation for these 
facts. The most tenable hypothesis is the one that best explains the facts. Because 
of the uncertainties inherent to intelligence analysis, conclusive proof or refutation 
of hypotheses is the exception rather than the rule.

This chapter describes three techniques that are intended to be used 
specifically for hypothesis generation. Other chapters include techniques that 
can be used to generate hypotheses but also have a variety of other purposes. 
These include Venn Analysis (chapter 4); Structured Brainstorming, Nominal Group 
Technique, and Quadrant Crunching™ (chapter 5); Scenarios Analysis (chapter 6); 
the Delphi Method (chapter 9); and Decision Trees (chapter 11).

1. See the discussion in chapter 2 contrasting the characteristics of System 1 or intuitive thinking with System 2 or analytic thinking.
2. Herbert A. Simon, “A Behavioral Model of Rational Choice,” Quarterly Journal of Economics LXIX (February 1955): 99–101.

This chapter discusses four techniques for testing hypotheses. One of these, 
Analysis of Competing Hypotheses (ACH), was developed by Richards Heuer 
specifically for use in intelligence analysis. It is the application to intelligence 
analysis of Karl Popper’s theory of science.3 Popper was one of the most influential 
philosophers of science of the twentieth century. He is known for, among other 
things, his position that scientific reasoning should start with multiple hypotheses 
and proceed by rejecting or eliminating hypotheses, while tentatively accepting 
only those hypotheses that cannot be refuted.

OVERVIEW OF TECHNIQUES

Hypothesis Generation is a category that includes three specific techniques—
Simple Hypotheses, Multiple Hypotheses Generator™, and Quadrant Hypothesis 
Generation. Simple Hypotheses is the easiest to use but not always the best 
selection. Use the Multiple Hypotheses Generator™ to identify a large set of all 
possible hypotheses. Quadrant Hypothesis Generation is used to identify a set 
of hypotheses when the outcome is likely to be determined by just two driving 
forces. The latter two techniques are particularly useful in identifying a set of 
mutually exclusive and comprehensively exhaustive (MECE) hypotheses.

Diagnostic Reasoning applies hypothesis testing to the evaluation of significant 
new information. Such information is evaluated in the context of all plausible 
explanations of that information, not just in the context of the analyst’s well-
established mental model. The use of Diagnostic Reasoning reduces the risk of 
surprise, as it ensures that an analyst will have given at least some consideration 
to alternative conclusions. Diagnostic Reasoning differs from the Analysis of 
Competing Hypotheses (ACH) technique in that it is used to evaluate a single 
item of evidence, while ACH deals with an entire issue involving multiple pieces of 
evidence and a more complex analytic process.

Analysis of Competing Hypotheses is the application of Popper’s philosophy of 
science to the field of intelligence analysis. The requirement to identify and then 
refute all reasonably possible hypotheses forces an analyst to recognize the full 
uncertainty inherent in most analytic situations. ACH helps the analyst sort and 
manage relevant information to identify paths for reducing that uncertainty.

Argument Mapping is a method that can be used to put a single hypothesis 
to a rigorous logical test. The structured visual representation of the arguments 
and evidence makes it easier to evaluate any analytic judgment. Argument 

3. Karl Popper, The Logic of Science (New York: Basic Books, 1959).
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Mapping is a logical follow-on to an ACH analysis. It is a detailed presentation of 
the arguments for and against a single hypothesis, while ACH is a more general 
analysis of multiple hypotheses. The successful application of Argument Mapping 
to the hypothesis favored by the ACH analysis would increase confidence in the 
results of both analyses.

Deception Detection is discussed in this chapter because the possibility of 
deception by a foreign intelligence service, economic competitor, or other 
adversary organization is a distinctive type of hypothesis that analysts must 
frequently consider. The possibility of deception can be included as a hypothesis 
in any ACH analysis. Information identified through the Deception Detection 
technique can then be entered as relevant information in the ACH matrix.

7.1 HYPOTHESIS GENERATION

I
n broad terms, a hypothesis is a potential explanation 
or conclusion that is to be tested by collecting and 
presenting evidence. It is a declarative statement that has 
not been established as true—an “educated guess” based 

on observation that needs to be supported or refuted by more observation or 
through experimentation.

A good hypothesis does the following:

✶✶ It is written as a definite statement, not as a question.

✶✶ It is based on observations and knowledge.

✶✶ It is testable and can be proven wrong.

✶✶ It predicts the anticipated results clearly.

✶✶ It contains a dependent and an independent variable. The dependent 
variable is the phenomenon being explained; the independent variable 
does the explaining.

Hypothesis Generation should be an integral part of any rigorous analytic 
process because it helps the analyst think broadly and creatively about a range 
of possibilities and avoid being surprised when common wisdom turns out to 
be wrong. The goal is to develop a list of hypotheses that can be scrutinized and 
tested over time against existing relevant information and new data that may 
become available in the future. Analysts should strive to make the hypotheses 
mutually exclusive and the list as comprehensive as possible.

Many techniques can be used to generate hypotheses, including several 
techniques discussed elsewhere in this book, such as Venn Analysis, Structured 
Brainstorming, Scenarios Analysis, Quadrant Crunching™, Starbursting, the 
Delphi Method, and Decision Trees. This section discusses techniques developed 
specifically for hypothesis generation and then presents the method for three 
different techniques—Simple Hypotheses, Multiple Hypotheses Generator™, and 
Quadrant Hypothesis Generation.
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▸▸ When to Use It
Analysts should use some structured procedure to develop multiple hypotheses 
at the start of a project when:

✶✶ The importance of the subject matter is such as to require systematic 
analysis of all alternatives.

✶✶ Many variables are involved in the analysis.

✶✶ There is uncertainty about the outcome.

✶✶ Analysts or decision makers hold competing views.

Simple Hypotheses is often used to broaden the spectrum of plausible 
hypotheses. It utilizes Structured Brainstorming to create potential hypotheses 
based on affinity groups. Quadrant Hypothesis Generation works best when the 
problem can be defined by two key drivers; in these circumstances, a 2 × 2 matrix 
can be created and different hypotheses generated for each quadrant. The Multiple 
Hypothesis GeneratorTM is particularly helpful when there is a reigning lead hypothesis.

▸▸ Value Added
Hypothesis Generation provides a structured way to generate a comprehensive set 
of mutually exclusive hypotheses. This can increase confidence that an important 
hypothesis has not been overlooked and can also help to reduce bias. When the 
techniques are used properly, choosing a lead hypothesis becomes much less 
critical than making sure that all the possible explanations have been considered.

The techniques are particularly useful in helping intelligence analysts 
overcome some classic intuitive traps such as:

✶✶ Imposing lessons learned: When under pressure, analysts can be 
tempted to select a hypothesis only because it avoids a previous error 
or replicates a past success. A prime example of this was the desire 
not to repeat the mistake of underestimating Saddam Hussein’s WMD 
capabilities in the run-up to the second U.S. war with Iraq.

✶✶ Rejecting evidence: Analysts will often hold to an analytic judgment for 
months or years even when confronted with a mounting list of scientific 
evidence that contradicts the initial conclusion. A good example would 
be the persistent belief that human activity is not contributing to global 
warming. 

✶✶ Lacking sufficient bins: The failure to remember or factor something into 
the analysis because the analyst lacks an appropriate category or “bin” for 

that item of information has been the cause of many U.S. intelligence failures. 
In the aftermath of the September 11 attacks, we realized that one factor 
contributing to the U.S. Intelligence Community’s failure of imagination 
was that it did not have “bins” for the use of a commercial airliner as a large 
combustible missile or hijacking an airplane with no intent to land it.

✶✶ Expecting marginal change: Another frequent trap is focusing on a narrow 
range of alternatives and projecting only marginal, not radical, change. An 
example would be assuming that the conflict in Syria is a battle between 
the Assad regime and united opposition and not considering scenarios of 
more dramatic change such as partition into several states, collapse into 
failed-state status, or a takeover by radical Islamist forces.

▸▸ 7.1.1 The Method: Simple Hypotheses
To use the Simple Hypotheses method, define the problem and determine how 
the hypotheses are expected to be used at the beginning of the project. Will 
hypotheses be used in an Analysis of Competing Hypotheses, in some other 
hypothesis-testing project, as a basis for developing scenarios, or as a means to 
select from a wide range of alternative outcomes those that need most careful 
attention? Figure 7.1.1 illustrates the process.

Gather together a diverse group to review the available information and 
explanations for the issue, activity, or behavior that you want to evaluate. In 
forming this diverse group, consider that you will need different types of expertise 
for different aspects of the problem, cultural expertise about the geographic area 
involved, different perspectives from various stakeholders, and different styles of 
thinking (left brain/right brain, male/female). Then do the following:

✶✶ Ask each member of the group to write down on a 3 × 5 card up to three 
alternative explanations or hypotheses. Prompt creative thinking by using 
the following:

– Situational logic: Take into account all the known facts and an 
understanding of the underlying forces at work at that particular time 
and place.

– Historical analogies: Consider examples of the same type of 
phenomenon.

– Theory: Consider theories based on many examples of how a 
particular type of situation generally plays out.

✶✶ Collect the cards and display the results on a whiteboard. Consolidate the 
list to avoid any duplication.
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✶✶ Employ additional group and individual brainstorming techniques to 
identify key forces and factors.

✶✶ Aggregate the hypotheses into affinity groups and label each group.

✶✶ Use problem restatement and consideration of the opposite to develop 
new ideas.

✶✶ Update the list of alternative hypotheses. If the hypotheses will be used in 
ACH, strive to keep them mutually exclusive—that is, if one hypothesis is 
true all others must be false.

✶✶ Have the group clarify each hypothesis by asking the journalist’s classic list 
of questions: Who, What, How, When, Where, and Why?

✶✶ Select the most promising hypotheses for further exploration.

▸▸ 7.1.2 The Method: Multiple Hypotheses GeneratorTM

The Multiple Hypotheses GeneratorTM is a technique for developing multiple 
alternatives for explaining a particular issue, activity, or behavior. Analysts often 
can brainstorm a useful set of hypotheses without such a tool, but the Multiple 
Hypotheses GeneratorTM may give greater confidence than other techniques 
that a critical alternative or an outlier has not been overlooked. Analysts should 
employ the Multiple Hypotheses GeneratorTM to ensure that they have considered 
a broad array of potential hypotheses. In some cases, they may have considerable 
data and want to ensure that they have generated a set of plausible explanations 
that are consistent with all the data at hand. Alternatively, they may have been 
presented with a hypothesis that seems to explain the phenomenon at hand and 
been asked to assess its validity. The software also helps analysts rank alternative 
hypotheses from the most to least credible and focus on those at the top of the 
list deemed most worthy of attention.

To use this method:

✶✶ Define the issue, activity, or behavior that is subject to examination. Often, 
it is useful to ask the question in the following ways:

– What variations could be developed to challenge the lead hypothesis 
that . . . ?

– What are the possible permutations that would flip the assumptions 
contained in the lead hypothesis that . . . ?

✶✶ Break up the lead hypothesis into its component parts following the order 
of Who, What, How, When, Where, and Why? Some of these questions may 
not be appropriate, or they may be givens for the particular issue, activity, 
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✶✶ Employ additional group and individual brainstorming techniques to 
identify key forces and factors.

✶✶ Aggregate the hypotheses into affinity groups and label each group.

✶✶ Use problem restatement and consideration of the opposite to develop 
new ideas.

✶✶ Update the list of alternative hypotheses. If the hypotheses will be used in 
ACH, strive to keep them mutually exclusive—that is, if one hypothesis is 
true all others must be false.

✶✶ Have the group clarify each hypothesis by asking the journalist’s classic list 
of questions: Who, What, How, When, Where, and Why?

✶✶ Select the most promising hypotheses for further exploration.

▸▸ 7.1.2 The Method: Multiple Hypotheses GeneratorTM

The Multiple Hypotheses GeneratorTM is a technique for developing multiple 
alternatives for explaining a particular issue, activity, or behavior. Analysts often 
can brainstorm a useful set of hypotheses without such a tool, but the Multiple 
Hypotheses GeneratorTM may give greater confidence than other techniques 
that a critical alternative or an outlier has not been overlooked. Analysts should 
employ the Multiple Hypotheses GeneratorTM to ensure that they have considered 
a broad array of potential hypotheses. In some cases, they may have considerable 
data and want to ensure that they have generated a set of plausible explanations 
that are consistent with all the data at hand. Alternatively, they may have been 
presented with a hypothesis that seems to explain the phenomenon at hand and 
been asked to assess its validity. The software also helps analysts rank alternative 
hypotheses from the most to least credible and focus on those at the top of the 
list deemed most worthy of attention.

To use this method:

✶✶ Define the issue, activity, or behavior that is subject to examination. Often, 
it is useful to ask the question in the following ways:

– What variations could be developed to challenge the lead hypothesis 
that . . . ?

– What are the possible permutations that would flip the assumptions 
contained in the lead hypothesis that . . . ?

✶✶ Break up the lead hypothesis into its component parts following the order 
of Who, What, How, When, Where, and Why? Some of these questions may 
not be appropriate, or they may be givens for the particular issue, activity, 
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or behavior you are examining. Usually, only three of these components 
are directly relevant to the issue at hand; moreover, the method works 
best when the number of hypotheses generated remains manageable.

– In a case in which you are seeking to challenge a favored hypothesis, 
identify the Who, What, How, When, Where, and Why for the given 
hypothesis. Then generate plausible alternatives for each relevant key 
component.

✶✶ Review the lists of alternatives for each of the key components; strive to 
keep the alternatives on each list mutually exclusive.

✶✶ Generate a list of all possible permutations, as shown in Figure 7.1.2.

✶✶ Discard any permutation that simply makes no sense.

✶✶ Evaluate the credibility of the remaining permutations by challenging the 
key assumptions of each component. Some of these assumptions may be 
testable themselves. Assign a “credibility score” to each permutation using a 
1-to 5-point scale where 1 is low credibility and 5 is high credibility.

✶✶ Re-sort the remaining permutations, listing them from most credible to 
least credible.

✶✶ Restate the permutations as hypotheses, ensuring that each meets the 
criteria of a good hypothesis.

✶✶ Select from the top of the list those hypotheses most deserving of 
attention.

▸▸ 7.1.3 The Method: Quadrant Hypothesis Generation
Use the quadrant technique to identify a basic set of hypotheses when two 
easily identified key driving forces can be identified that are likely to determine 
the outcome of an issue. The technique identifies four potential scenarios that 
represent the extreme conditions for each of the two major drivers. It spans the 
logical possibilities inherent in the relationship and interaction of the two driving 
forces, thereby generating options that analysts otherwise may overlook.

Quadrant Hypothesis Generation is easier and quicker to use than the Multiple 
Hypotheses GeneratorTM, but it is limited to cases in which the outcome of a situation 
will be determined by two major driving forces—and it depends on the correct 
identification of these forces. It is less effective when there are more than two major 
drivers or when analysts differ over which forces constitute the two major drivers.

Permutation 1
Permutation 2
Permutation 3

Permutation 4
Permutation 5
Permutation 6

Permutation 7
Permutation 8
Permutation 9

Permutation 10
Permutation 11
Permutation 12

Permutation 13
Permutation 14
Permutation 15

Permutation 16
Permutation 17
Permutation 18

Permutation 19
Permutation 20
Permutation 21

Permutation 22
Permutation 23
Permutation 24

Permutation 25
Permutation 26
Permutation 27

What 1
What 2
What 3

What 1
What 2
What 3

What 1
What 2
What 3

What 1
What 2
What 3

What 1
What 2
What 3

What 1
What 2
What 3

What 1
What 2
What 3

What 1
What 2
What 3

What 1
What 2
What 3

Why 1

Why 2

Why 3

Who 1

Who 2

Who 3
Why 1

Why 2

Why 3

Why 1

Why 2

Why 3

 Figure 7.1.2 Multiple Hypotheses GeneratorTM: Generating Permutations

In this example, twenty-seven permutations can be generated using three questions from 
the journalist’s list of Who, What, How, When, Where, and Why. Some of these elements 
may not be appropriate for a particular issue, activity, or behavior you are examining. In 
this case, the permutations have been created using three alternatives each for Who, Why, 
and What.

Source: 2013 Globalytica, LLC.
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or behavior you are examining. Usually, only three of these components 
are directly relevant to the issue at hand; moreover, the method works 
best when the number of hypotheses generated remains manageable.

– In a case in which you are seeking to challenge a favored hypothesis, 
identify the Who, What, How, When, Where, and Why for the given 
hypothesis. Then generate plausible alternatives for each relevant key 
component.

✶✶ Review the lists of alternatives for each of the key components; strive to 
keep the alternatives on each list mutually exclusive.

✶✶ Generate a list of all possible permutations, as shown in Figure 7.1.2.

✶✶ Discard any permutation that simply makes no sense.

✶✶ Evaluate the credibility of the remaining permutations by challenging the 
key assumptions of each component. Some of these assumptions may be 
testable themselves. Assign a “credibility score” to each permutation using a 
1-to 5-point scale where 1 is low credibility and 5 is high credibility.

✶✶ Re-sort the remaining permutations, listing them from most credible to 
least credible.

✶✶ Restate the permutations as hypotheses, ensuring that each meets the 
criteria of a good hypothesis.

✶✶ Select from the top of the list those hypotheses most deserving of 
attention.

▸▸ 7.1.3 The Method: Quadrant Hypothesis Generation
Use the quadrant technique to identify a basic set of hypotheses when two 
easily identified key driving forces can be identified that are likely to determine 
the outcome of an issue. The technique identifies four potential scenarios that 
represent the extreme conditions for each of the two major drivers. It spans the 
logical possibilities inherent in the relationship and interaction of the two driving 
forces, thereby generating options that analysts otherwise may overlook.

Quadrant Hypothesis Generation is easier and quicker to use than the Multiple 
Hypotheses GeneratorTM, but it is limited to cases in which the outcome of a situation 
will be determined by two major driving forces—and it depends on the correct 
identification of these forces. It is less effective when there are more than two major 
drivers or when analysts differ over which forces constitute the two major drivers.

Permutation 1
Permutation 2
Permutation 3

Permutation 4
Permutation 5
Permutation 6

Permutation 7
Permutation 8
Permutation 9

Permutation 10
Permutation 11
Permutation 12

Permutation 13
Permutation 14
Permutation 15

Permutation 16
Permutation 17
Permutation 18

Permutation 19
Permutation 20
Permutation 21

Permutation 22
Permutation 23
Permutation 24

Permutation 25
Permutation 26
Permutation 27

What 1
What 2
What 3

What 1
What 2
What 3

What 1
What 2
What 3

What 1
What 2
What 3

What 1
What 2
What 3

What 1
What 2
What 3

What 1
What 2
What 3

What 1
What 2
What 3

What 1
What 2
What 3

Why 1

Why 2

Why 3

Who 1

Who 2

Who 3
Why 1

Why 2

Why 3

Why 1

Why 2

Why 3

 Figure 7.1.2 Multiple Hypotheses GeneratorTM: Generating Permutations

In this example, twenty-seven permutations can be generated using three questions from 
the journalist’s list of Who, What, How, When, Where, and Why. Some of these elements 
may not be appropriate for a particular issue, activity, or behavior you are examining. In 
this case, the permutations have been created using three alternatives each for Who, Why, 
and What.

Source: 2013 Globalytica, LLC.
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These are the steps for Quadrant Hypothesis Generation:

✶✶ Identify the two main drivers by using techniques such as Structured 
Brainstorming or by surveying subject-matter experts. A discussion to 
identify the two main drivers can be a useful exercise in itself.

✶✶ Construct a 2 × 2 matrix using the two drivers.

✶✶ Think of each driver as a continuum from one extreme to the other. 
Write the extremes of each of the drivers at the end of the vertical and 
horizontal axes.

✶✶ Fill in each quadrant with the details of what the end state would be as 
shaped by the two drivers.

✶✶ Develop signposts that show whether events are moving toward one 
of the hypotheses. Use the signposts or indicators of change to develop 
intelligence collection strategies or research priorities to determine the 
direction in which events are moving.

Figure 7.1.3 shows an example of a quadrant chart. In this case analysts have 
been tasked with developing a paper on the possible future of Iraq, focusing 
on the potential end state of the government. The analysts have identified and 
agreed upon the two key drivers in the future of the government: the level of 
centralization of the federal government and the degree of religious control of 
that government. They develop their quadrant chart and lay out the four logical 
hypotheses based on their decisions.

The four hypotheses derived from the quad chart can be stated as follows:

1. The final state of the Iraq government will be a centralized state and a 
secularized society.

2. The final state of the Iraq government will be a centralized state and a 
religious society.

3. The final state of the Iraq government will be a decentralized state and a 
secularized society.

4. The final state of the Iraq government will be a decentralized state and a 
religious society.

▸▸ Potential Pitfalls
The value of this technique is limited to the ability of analysts to generate a robust 
set of alternative explanations. If group dynamics are flawed, the outcomes will 

be flawed. Whether the correct hypothesis or “idea” emerges from this process 
and is identified as such by the analyst or analysts cannot be guaranteed, but the 
prospect of the correct hypothesis being included in the set of hypotheses under 
consideration is greatly increased.

▸▸ Relationship to Other Techniques
The product of any Scenarios Analysis can be thought of as a set of alternative 
hypotheses. Quadrant Hypothesis Generation is a specific application of the 
generic method called Morphological Analysis, described in chapter 5. Alternative 
Futures Analysis uses a similar quadrant chart approach to define four potential 
outcomes.

▸▸ Origins of This Technique
The generation and testing of hypotheses is a key element of scientific reasoning. 
The Simple Hypotheses approach was developed by Randy Pherson. The Multiple 
Hypotheses GeneratorTM was also developed by Randy Pherson and is described 
in more detail in his Handbook of Analytic Tools and Techniques (Reston, VA: Pherson 
Associates, LLC, 2008) and at www.globalytica.com. The description of Quadrant 
Hypothesis Generation is from Defense Intelligence Agency training materials.

  Quadrant Hypothesis Generation: Four Hypotheses on the  
  Future of Iraq Figure 7.1.3
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These are the steps for Quadrant Hypothesis Generation:

✶✶ Identify the two main drivers by using techniques such as Structured 
Brainstorming or by surveying subject-matter experts. A discussion to 
identify the two main drivers can be a useful exercise in itself.

✶✶ Construct a 2 × 2 matrix using the two drivers.

✶✶ Think of each driver as a continuum from one extreme to the other. 
Write the extremes of each of the drivers at the end of the vertical and 
horizontal axes.

✶✶ Fill in each quadrant with the details of what the end state would be as 
shaped by the two drivers.

✶✶ Develop signposts that show whether events are moving toward one 
of the hypotheses. Use the signposts or indicators of change to develop 
intelligence collection strategies or research priorities to determine the 
direction in which events are moving.

Figure 7.1.3 shows an example of a quadrant chart. In this case analysts have 
been tasked with developing a paper on the possible future of Iraq, focusing 
on the potential end state of the government. The analysts have identified and 
agreed upon the two key drivers in the future of the government: the level of 
centralization of the federal government and the degree of religious control of 
that government. They develop their quadrant chart and lay out the four logical 
hypotheses based on their decisions.

The four hypotheses derived from the quad chart can be stated as follows:

1. The final state of the Iraq government will be a centralized state and a 
secularized society.

2. The final state of the Iraq government will be a centralized state and a 
religious society.

3. The final state of the Iraq government will be a decentralized state and a 
secularized society.

4. The final state of the Iraq government will be a decentralized state and a 
religious society.

▸▸ Potential Pitfalls
The value of this technique is limited to the ability of analysts to generate a robust 
set of alternative explanations. If group dynamics are flawed, the outcomes will 

be flawed. Whether the correct hypothesis or “idea” emerges from this process 
and is identified as such by the analyst or analysts cannot be guaranteed, but the 
prospect of the correct hypothesis being included in the set of hypotheses under 
consideration is greatly increased.

▸▸ Relationship to Other Techniques
The product of any Scenarios Analysis can be thought of as a set of alternative 
hypotheses. Quadrant Hypothesis Generation is a specific application of the 
generic method called Morphological Analysis, described in chapter 5. Alternative 
Futures Analysis uses a similar quadrant chart approach to define four potential 
outcomes.

▸▸ Origins of This Technique
The generation and testing of hypotheses is a key element of scientific reasoning. 
The Simple Hypotheses approach was developed by Randy Pherson. The Multiple 
Hypotheses GeneratorTM was also developed by Randy Pherson and is described 
in more detail in his Handbook of Analytic Tools and Techniques (Reston, VA: Pherson 
Associates, LLC, 2008) and at www.globalytica.com. The description of Quadrant 
Hypothesis Generation is from Defense Intelligence Agency training materials.

Iraq Scenarios

H1: Centralized 
State AND
Secularized
Society

H2: Centralized 
State AND
Religious
Society

Centralized

Decentralized

Se
cu

la
ri

ze
d

Re
lig

io
us

H3: Decentralized 
State AND
Secularized
Society

H4: Decentralized 
State AND
Religious
Society

  Quadrant Hypothesis Generation: Four Hypotheses on the  
  Future of Iraq Figure 7.1.3
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�7.2 DIAGNOSTIC REASONING

D
iagnostic Reasoning is the application of hypothesis 
testing to a new development, a single new item of 
information or intelligence, or the reliability of a source. 
It differs from Analysis of Competing Hypotheses in 

that it is used to evaluate a single item of relevant information or a single source, 
while ACH deals with an entire range of hypotheses and multiple items of relevant 
information.

▸▸ When to Use It
Analysts should use Diagnostic Reasoning if they find themselves making a snap 
intuitive judgment while assessing the meaning of a new development, the 
significance of a new report, or the reliability of a stream of reporting from a new 
source. Often, much of the information used to support one’s lead hypothesis 
turns out to be consistent with alternative hypotheses as well. In such cases, the 
new information should not—and cannot—be used as evidence to support the 
prevailing view or lead hypothesis.

The technique also helps reduce the chances of being caught by surprise, 
as it ensures that the analyst or decision maker will have given at least some 
consideration to alternative explanations. It is especially important to use when an 
analyst—or decision maker—is looking for evidence to confirm an existing mental 
model or policy position. It helps the analyst assess whether the same information 
is consistent with other reasonable conclusions or with alternative hypotheses.

▸▸ Value Added
The value of Diagnostic Reasoning is that it helps analysts balance their 
natural tendency to interpret new information as consistent with their existing 
understanding of what is happening—that is, the analyst’s mental model. The 
technique prompts analysts to ask themselves whether this same information 
is consistent with other reasonable conclusions or alternative hypotheses. It is a 
common experience to discover that much of the information supporting  
what one believes is the most likely conclusion is really of limited value in 
confirming one’s existing view, because that same information is also consistent 
with alternative conclusions. One needs to evaluate new information in the 
context of all possible explanations of that information, not just in the context of 
a well-established mental model.

The Diagnostic Reasoning technique helps the analyst identify and focus on 
the information that is most needed to make a decision and avoid the mistake 
of discarding or ignoring information that is inconsistent with what the analyst 
expects to see. When evaluating evidence, analysts tend to assimilate new 
information into what they currently perceive. Gradual change is difficult to notice. 
Sometimes, past experience can provide a handicap in that the expert has much 
to unlearn—and a fresh perspective can be helpful.

Diagnostic Reasoning also helps analysts avoid the classic intuitive traps of 
assuming the same dynamic is in play when something seems to accord with an 
analyst’s past experiences and continuing to hold to an analytic judgment when 
confronted with a mounting list of evidence that contradicts the initial conclusion. 
It also helps reduce attention to information that is not diagnostic by identifying 
information that is consistent with all possible alternatives.

▸▸ The Method
Diagnostic Reasoning is a process by which you try to refute alternative 
judgments rather than confirm what you already believe to be true. Here are the 
steps to follow:

✶✶  When you receive a potentially significant item of information, make 
a mental note of what it seems to mean (i.e., an explanation of why 
something happened or what it portends for the future). Make a quick, 
intuitive judgment based on your current mental model.

✶✶  Define the focal question. For example, Diagnostic Reasoning 
brainstorming sessions often begin with questions like:

–  Are there alternative explanations for the lead hypothesis (defined 
as . . . ) that would also be consistent with the new information, new 
development, or new source of reporting?

– Is there a reason other than the lead hypothesis that . . . ?

✶✶  Brainstorm, either alone or in a small group, the alternative judgments 
that another analyst with a different perspective might reasonably deem 
to have a chance of being accurate. Make a list of these alternatives.

✶✶  For each alternative, ask the following question: If this alternative were 
true or accurate, how likely is it that I would see this new information?

✶✶  Make a tentative judgment based on consideration of these alternatives. 
If the new information is equally likely with each of the alternatives, the 
information has no diagnostic value and can be ignored. If the information 
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7.2 DIAGNOSTIC REASONING

D
iagnostic Reasoning is the application of hypothesis 
testing to a new development, a single new item of 
information or intelligence, or the reliability of a source. 
It differs from Analysis of Competing Hypotheses in 

that it is used to evaluate a single item of relevant information or a single source, 
while ACH deals with an entire range of hypotheses and multiple items of relevant 
information.

▸▸ When to Use It
Analysts should use Diagnostic Reasoning if they find themselves making a snap 
intuitive judgment while assessing the meaning of a new development, the 
significance of a new report, or the reliability of a stream of reporting from a new 
source. Often, much of the information used to support one’s lead hypothesis 
turns out to be consistent with alternative hypotheses as well. In such cases, the 
new information should not—and cannot—be used as evidence to support the 
prevailing view or lead hypothesis.

The technique also helps reduce the chances of being caught by surprise, 
as it ensures that the analyst or decision maker will have given at least some 
consideration to alternative explanations. It is especially important to use when an 
analyst—or decision maker—is looking for evidence to confirm an existing mental 
model or policy position. It helps the analyst assess whether the same information 
is consistent with other reasonable conclusions or with alternative hypotheses.

▸▸ Value Added
The value of Diagnostic Reasoning is that it helps analysts balance their 
natural tendency to interpret new information as consistent with their existing 
understanding of what is happening—that is, the analyst’s mental model. The 
technique prompts analysts to ask themselves whether this same information 
is consistent with other reasonable conclusions or alternative hypotheses. It is a 
common experience to discover that much of the information supporting  
what one believes is the most likely conclusion is really of limited value in 
confirming one’s existing view, because that same information is also consistent 
with alternative conclusions. One needs to evaluate new information in the 
context of all possible explanations of that information, not just in the context of 
a well-established mental model.

The Diagnostic Reasoning technique helps the analyst identify and focus on 
the information that is most needed to make a decision and avoid the mistake 
of discarding or ignoring information that is inconsistent with what the analyst 
expects to see. When evaluating evidence, analysts tend to assimilate new 
information into what they currently perceive. Gradual change is difficult to notice. 
Sometimes, past experience can provide a handicap in that the expert has much 
to unlearn—and a fresh perspective can be helpful.

Diagnostic Reasoning also helps analysts avoid the classic intuitive traps of 
assuming the same dynamic is in play when something seems to accord with an 
analyst’s past experiences and continuing to hold to an analytic judgment when 
confronted with a mounting list of evidence that contradicts the initial conclusion. 
It also helps reduce attention to information that is not diagnostic by identifying 
information that is consistent with all possible alternatives.

▸▸ The Method
Diagnostic Reasoning is a process by which you try to refute alternative 
judgments rather than confirm what you already believe to be true. Here are the 
steps to follow:

✶✶  When you receive a potentially significant item of information, make 
a mental note of what it seems to mean (i.e., an explanation of why 
something happened or what it portends for the future). Make a quick, 
intuitive judgment based on your current mental model.

✶✶  Define the focal question. For example, Diagnostic Reasoning 
brainstorming sessions often begin with questions like:

–  Are there alternative explanations for the lead hypothesis (defined 
as . . . ) that would also be consistent with the new information, new 
development, or new source of reporting?

– Is there a reason other than the lead hypothesis that . . . ?

✶✶  Brainstorm, either alone or in a small group, the alternative judgments 
that another analyst with a different perspective might reasonably deem 
to have a chance of being accurate. Make a list of these alternatives.

✶✶  For each alternative, ask the following question: If this alternative were 
true or accurate, how likely is it that I would see this new information?

✶✶  Make a tentative judgment based on consideration of these alternatives. 
If the new information is equally likely with each of the alternatives, the 
information has no diagnostic value and can be ignored. If the information 
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is clearly inconsistent with one or more alternatives, those alternatives 
might be ruled out.

✶✶  Following this mode of thinking for each of the alternatives, decide which 
alternatives need further attention and which can be dropped from 
consideration or put aside until new information surfaces.

✶✶  Proceed by seeking additional evidence to refute the remaining 
alternatives rather than to confirm them.

▸▸ Potential Pitfalls
When new information is received, analysts need to validate that the new 
information is accurate and not deceptive or intentionally misleading. It is also 
possible that none of the key information turns out to be diagnostic, or that all of 
the relevant information will not be identified.

▸▸ Relationship to Other Techniques
Diagnostic Reasoning is an integral part of two other techniques: Analysis of 
Competing Hypotheses and the Indicators ValidatorTM (chapter 6). It is presented 
here as a separate technique to show that its use is not limited to those two 
techniques. It is a fundamental form of critical reasoning that should be widely 
used in intelligence analysis.

▸▸ Origins of This Technique
Diagnostic Reasoning has been the principal method for medical problem 
solving for many years. For information on the role of Diagnostic Reasoning in 
the medical world, see the following publications: Albert S. Elstein, “Thinking 
about Diagnostic Thinking: A Thirty-Year Perspective,” Advances in Health Science 
Education, published online by Springer Science+Business Media, August 11, 
2009; and Pat Croskerry, “A Universal Model of Diagnostic Reasoning,” Academic 
Medicine 84, no. 8 (August 2009).

7.3 ANALYSIS OF COMPETING HYPOTHESES

A
nalysis of Competing Hypotheses (ACH) is an analytic 
process that identifies a complete set of alternative 
hypotheses, systematically evaluates data that are 
consistent or inconsistent with each hypothesis,  

and proceeds by rejecting hypotheses rather than trying to confirm what 
appears to be the most likely hypothesis. Rejecting rather than confirming 
hypotheses applies to intelligence analysis the scientific principles advocated 
by Karl Popper, one of the most influential philosophers of science of the 
twentieth century.4

ACH starts with the identification of a set of mutually exclusive alternative 
explanations or outcomes called hypotheses. The analyst assesses the consistency 
or inconsistency of each item of relevant information with each hypothesis, and 
then selects the hypothesis that best fits the relevant information. The scientific 
principle behind this technique is to proceed by trying to refute as many 
reasonable hypotheses as possible rather than to confirm what initially appears to 
be the most likely hypothesis. The most likely hypothesis is then the one with the 
least relevant information against it, as well as information for it—not the one with 
the most relevant information for it.

▸▸ When to Use It
ACH is appropriate for almost any analysis where there are alternative 
explanations for what has happened, is happening, or is likely to happen. 
Use it when the judgment or decision is so important that you cannot afford 
to be wrong. Use it when your gut feelings are not good enough, and when 
you need a systematic approach to prevent being surprised by an unforeseen 
outcome. Use it on controversial issues when it is desirable to identify precise 
areas of disagreement and to leave an audit trail to show what relevant 
information was considered and how different analysts arrived at their 
different judgments.

ACH is particularly effective when there is a robust flow of data to absorb and 
evaluate. For example, it is well suited for addressing questions about technical 
issues in the chemical, biological, radiological, and nuclear arenas, such as, “For 
which weapons system is this part most likely being imported?” or, “Which type of 

4. See Popper, The Logic of Science.
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is clearly inconsistent with one or more alternatives, those alternatives 
might be ruled out.

✶✶  Following this mode of thinking for each of the alternatives, decide which 
alternatives need further attention and which can be dropped from 
consideration or put aside until new information surfaces.

✶✶  Proceed by seeking additional evidence to refute the remaining 
alternatives rather than to confirm them.

▸▸ Potential Pitfalls
When new information is received, analysts need to validate that the new 
information is accurate and not deceptive or intentionally misleading. It is also 
possible that none of the key information turns out to be diagnostic, or that all of 
the relevant information will not be identified.

▸▸ Relationship to Other Techniques
Diagnostic Reasoning is an integral part of two other techniques: Analysis of 
Competing Hypotheses and the Indicators ValidatorTM (chapter 6). It is presented 
here as a separate technique to show that its use is not limited to those two 
techniques. It is a fundamental form of critical reasoning that should be widely 
used in intelligence analysis.

▸▸ Origins of This Technique
Diagnostic Reasoning has been the principal method for medical problem 
solving for many years. For information on the role of Diagnostic Reasoning in 
the medical world, see the following publications: Albert S. Elstein, “Thinking 
about Diagnostic Thinking: A Thirty-Year Perspective,” Advances in Health Science 
Education, published online by Springer Science+Business Media, August 11, 
2009; and Pat Croskerry, “A Universal Model of Diagnostic Reasoning,” Academic 
Medicine 84, no. 8 (August 2009).

7.3 ANALYSIS OF COMPETING HYPOTHESES

A
nalysis of Competing Hypotheses (ACH) is an analytic 
process that identifies a complete set of alternative 
hypotheses, systematically evaluates data that are 
consistent or inconsistent with each hypothesis,  

and proceeds by rejecting hypotheses rather than trying to confirm what 
appears to be the most likely hypothesis. Rejecting rather than confirming 
hypotheses applies to intelligence analysis the scientific principles advocated 
by Karl Popper, one of the most influential philosophers of science of the 
twentieth century.4

ACH starts with the identification of a set of mutually exclusive alternative 
explanations or outcomes called hypotheses. The analyst assesses the consistency 
or inconsistency of each item of relevant information with each hypothesis, and 
then selects the hypothesis that best fits the relevant information. The scientific 
principle behind this technique is to proceed by trying to refute as many 
reasonable hypotheses as possible rather than to confirm what initially appears to 
be the most likely hypothesis. The most likely hypothesis is then the one with the 
least relevant information against it, as well as information for it—not the one with 
the most relevant information for it.

▸▸ When to Use It
ACH is appropriate for almost any analysis where there are alternative 
explanations for what has happened, is happening, or is likely to happen. 
Use it when the judgment or decision is so important that you cannot afford 
to be wrong. Use it when your gut feelings are not good enough, and when 
you need a systematic approach to prevent being surprised by an unforeseen 
outcome. Use it on controversial issues when it is desirable to identify precise 
areas of disagreement and to leave an audit trail to show what relevant 
information was considered and how different analysts arrived at their 
different judgments.

ACH is particularly effective when there is a robust flow of data to absorb and 
evaluate. For example, it is well suited for addressing questions about technical 
issues in the chemical, biological, radiological, and nuclear arenas, such as, “For 
which weapons system is this part most likely being imported?” or, “Which type of 

4. See Popper, The Logic of Science.
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missile system is Country X importing or developing?” ACH is particularly helpful 
when an analyst must deal with the potential for denial and deception, as it was 
initially developed for that purpose. 

The technique can be used by a single analyst, but it is most effective with 
a small team whose members can question one another’s evaluation of the 
relevant information. It structures and facilitates the exchange of information 
and ideas with colleagues in other offices or agencies. An ACH analysis requires a 
modest commitment of time; it may take a day or more to build the ACH matrix 
once all the relevant information has been collected, and it may require another 
day to work through all the stages of the analytic process before writing up any 
conclusions. A facilitator or a colleague previously schooled in the use of the 
technique is often needed to help guide analysts through the process, especially if 
it is the first time they have used the methodology.

▸▸ Value Added
Analysts are commonly required to work with incomplete, ambiguous, 
anomalous, and sometimes deceptive data. In addition, strict time constraints 
and the need to “make a call” often conspire with natural human cognitive biases 
to cause inaccurate or incomplete judgments. If the analyst is already generally 
knowledgeable on the topic, a common procedure is to develop a favored 
hypothesis and then search for relevant information to confirm it. This is called a 
“satisficing” approach—going with the first answer that seems to be supported by 
the evidence. 

Satisficing is efficient because it saves time, and it works much of the time. 
However, the analyst has made no investment in protection against surprise 
or what is called Confirmation Bias. This approach provides no stimulus for the 
analyst to identify and question fundamental assumptions. It bypasses the 
analysis of alternative explanations or outcomes, which should be fundamental 
to any complete analysis. As a result, satisficing fails to distinguish that much 
relevant information seemingly supportive of the favored hypothesis is also 
consistent with one or more alternative hypotheses. It often fails to recognize 
the importance of what is missing (i.e., what should be observable if a given 
hypothesis is true, but is not there). 

ACH improves the analyst’s chances of overcoming these challenges by 
requiring the analyst(s) to identify and then try to refute as many reasonable 
hypotheses as possible using the full range of data, assumptions, and gaps that 
are pertinent to the problem at hand. The method for analyzing competing 
hypotheses takes time and attention in the initial stages, but it pays big dividends. 
When analysts are first exposed to ACH and say they find it useful, it is because 
the simple focus on identifying alternative hypotheses and how they might be 

disproved prompts the analysts to think seriously about evidence, explanations, or 
outcomes in ways that had not previously occurred to them. 

The ACH process requires the analyst to assemble the collected information 
and organize it in an analytically useful way, so that it can be readily retrieved for 
use in the analysis. This is done by creating a matrix with relevant information 
down the left side and hypotheses across the top. Each item of relevant 
information is then evaluated as to whether it is consistent or inconsistent with 
each hypothesis, and this material is used to assess the support for and against 
each hypothesis. This can be done manually, but it is much easier and better to 
use ACH software designed for this purpose. Various ACH softwares can be used to 
sort and analyze the data by type of source and date of information, as well as by 
degree of support for or against each hypothesis. 

ACH also helps analysts produce a better analytic product by:

✶✶ Maintaining a record of the relevant information and tracking how that 
information relates to each hypothesis.

✶✶ Capturing the analysts’ key assumptions when the analyst is coding 
the data and recording what additional information is needed or what 
collection requirements should be generated.

✶✶ Enabling analysts to present conclusions in a way that is better organized 
and more transparent as to how these conclusions were reached than 
would otherwise be possible.

✶✶ Providing a foundation for identifying indicators that can then be 
monitored and validated to determine the direction in which events are 
heading.

✶✶ Leaving a clear audit trail as to how the analysis was done, the conclusions 
reached, and how individual analysts may have differed in their 
assumptions or judgments.

▸▸ ACH Software
ACH started as a manual method at the CIA in the mid-1980s. The first 
professionally developed and tested ACH software was created in 2005 by the 
Palo Alto Research Center (PARC), with federal government funding and technical 
assistance from Richards Heuer and Randy Pherson. Randy Pherson managed 
its introduction into the U.S. Intelligence Community. It was developed with the 
understanding that PARC would make it available for public use at no cost, and 
it may still be downloaded at no cost from the PARC website: http://www2.parc.
com/istl/projects/ach/ach.html.
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missile system is Country X importing or developing?” ACH is particularly helpful 
when an analyst must deal with the potential for denial and deception, as it was 
initially developed for that purpose. 

The technique can be used by a single analyst, but it is most effective with 
a small team whose members can question one another’s evaluation of the 
relevant information. It structures and facilitates the exchange of information 
and ideas with colleagues in other offices or agencies. An ACH analysis requires a 
modest commitment of time; it may take a day or more to build the ACH matrix 
once all the relevant information has been collected, and it may require another 
day to work through all the stages of the analytic process before writing up any 
conclusions. A facilitator or a colleague previously schooled in the use of the 
technique is often needed to help guide analysts through the process, especially if 
it is the first time they have used the methodology.

▸▸ Value Added
Analysts are commonly required to work with incomplete, ambiguous, 
anomalous, and sometimes deceptive data. In addition, strict time constraints 
and the need to “make a call” often conspire with natural human cognitive biases 
to cause inaccurate or incomplete judgments. If the analyst is already generally 
knowledgeable on the topic, a common procedure is to develop a favored 
hypothesis and then search for relevant information to confirm it. This is called a 
“satisficing” approach—going with the first answer that seems to be supported by 
the evidence. 

Satisficing is efficient because it saves time, and it works much of the time. 
However, the analyst has made no investment in protection against surprise 
or what is called Confirmation Bias. This approach provides no stimulus for the 
analyst to identify and question fundamental assumptions. It bypasses the 
analysis of alternative explanations or outcomes, which should be fundamental 
to any complete analysis. As a result, satisficing fails to distinguish that much 
relevant information seemingly supportive of the favored hypothesis is also 
consistent with one or more alternative hypotheses. It often fails to recognize 
the importance of what is missing (i.e., what should be observable if a given 
hypothesis is true, but is not there). 

ACH improves the analyst’s chances of overcoming these challenges by 
requiring the analyst(s) to identify and then try to refute as many reasonable 
hypotheses as possible using the full range of data, assumptions, and gaps that 
are pertinent to the problem at hand. The method for analyzing competing 
hypotheses takes time and attention in the initial stages, but it pays big dividends. 
When analysts are first exposed to ACH and say they find it useful, it is because 
the simple focus on identifying alternative hypotheses and how they might be 

disproved prompts the analysts to think seriously about evidence, explanations, or 
outcomes in ways that had not previously occurred to them. 

The ACH process requires the analyst to assemble the collected information 
and organize it in an analytically useful way, so that it can be readily retrieved for 
use in the analysis. This is done by creating a matrix with relevant information 
down the left side and hypotheses across the top. Each item of relevant 
information is then evaluated as to whether it is consistent or inconsistent with 
each hypothesis, and this material is used to assess the support for and against 
each hypothesis. This can be done manually, but it is much easier and better to 
use ACH software designed for this purpose. Various ACH softwares can be used to 
sort and analyze the data by type of source and date of information, as well as by 
degree of support for or against each hypothesis. 

ACH also helps analysts produce a better analytic product by:

✶✶ Maintaining a record of the relevant information and tracking how that 
information relates to each hypothesis.

✶✶ Capturing the analysts’ key assumptions when the analyst is coding 
the data and recording what additional information is needed or what 
collection requirements should be generated.

✶✶ Enabling analysts to present conclusions in a way that is better organized 
and more transparent as to how these conclusions were reached than 
would otherwise be possible.

✶✶ Providing a foundation for identifying indicators that can then be 
monitored and validated to determine the direction in which events are 
heading.

✶✶ Leaving a clear audit trail as to how the analysis was done, the conclusions 
reached, and how individual analysts may have differed in their 
assumptions or judgments.

▸▸ ACH Software
ACH started as a manual method at the CIA in the mid-1980s. The first 
professionally developed and tested ACH software was created in 2005 by the 
Palo Alto Research Center (PARC), with federal government funding and technical 
assistance from Richards Heuer and Randy Pherson. Randy Pherson managed 
its introduction into the U.S. Intelligence Community. It was developed with the 
understanding that PARC would make it available for public use at no cost, and 
it may still be downloaded at no cost from the PARC website: http://www2.parc.
com/istl/projects/ach/ach.html.
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The PARC version was designed for use by an individual analyst, but in 
practice it is commonly used by a collocated team of analysts. Members of such 
groups report that:

✶✶ The technique helps them gain a better understanding of the differences 
of opinion with other analysts or between analytic offices.

✶✶ Review of the ACH matrix provides a systematic basis for identification 
and discussion of differences between participating analysts.

✶✶ Reference to the matrix helps depersonalize the argumentation when 
there are differences of opinion.

Other versions of ACH have been developed by various research centers 
and academic institutions. One noteworthy version called Structured Analysis of 
Competing Hypothesis, developed for instruction at Mercyhurst College, builds on 
ACH by requiring deeper analysis at some points. 

The most recent advance in ACH technology is called Te@mACH, developed 
under the direction of Randy Pherson for Globalitica, LLC, in 2010. This has almost all of 
the functions of the PARC ACH tool, but it is designed as a collaborative tool. It allows 
analysts in several locations to work on the same problem simultaneously. They can 
propose hypotheses and enter data on the matrix from multiple locations, but they 
must agree to work from the same set of hypotheses and the same set of relevant 
information. The software allows them to chat electronically about one another’s 
assessments and assumptions, to compare their analysis with that of their colleagues, 
and to learn what the group consensus was for the overall problem solution. 

Te@mACH provides a tool for intraoffice or interagency collaboration that 
ensures all analysts are working from the same database of evidence, arguments, 
and assumptions, and that each member of the team has had an opportunity to 
express his or her view on how that information relates to the likelihood of each 
hypothesis. Analysts can use the tool both synchronously and asynchronously. It 
adds other useful functions such as a survey method to enter data that protects 
against bias, the ability to record key assumptions and collection requirements, 
and a filtering function that allows analysts to compare and contrast how each 
person rated the relevant information.5 

▸▸ The Method
To retain three or five or seven hypotheses in working memory and note how 
each item of information fits into each hypothesis is beyond the capabilities of 

5. A more detailed description of Te@mACH® can be found on the Software tab at http://www.globalytica.com. The PARC 
ACH tool can also be accessed through this website. 

most people. It takes far greater mental agility than the common practice of 
seeking evidence to support a single hypothesis that is already believed to be 
the most likely answer. ACH can be accomplished, however, with the help of the 
following nine-step process: 

1. Identify the hypotheses to be considered. Hypotheses should be mutually 
exclusive; that is, if one hypothesis is true, all others must be false. The 
list of hypotheses should include all reasonable possibilities. Include a 
deception hypothesis, if that is appropriate. For each hypothesis, develop 
a brief scenario or “story” that explains how it might be true.

2. Make a list of significant information, which for ACH means everything 
that is relevant to evaluating the hypotheses—including evidence, 
assumptions, and the absence of things one would expect to see if a 
hypothesis were true. It is important to include assumptions as well 
as factual evidence, because the matrix is intended to be an accurate 
reflection of the analyst’s thinking about the topic. If the analyst’s thinking 
is driven by assumptions rather than hard facts, this needs to become 
apparent so that the assumptions can be challenged. A classic example 
of absence of evidence is the Sherlock Holmes story of the dog barking in 
the night. The failure of the dog to bark was persuasive evidence that the 
guilty party was not an outsider but an insider who was known to the dog.

3. Create a matrix with all hypotheses across the top and all items of relevant 
information down the left side. See Figure 7.3a for an example. Analyze 
each input by asking, “Is this input Consistent with the hypothesis, is it 
Inconsistent with the hypothesis, or is it Not Applicable or not relevant?” 
This can be done by either filling in each cell of the matrix row-by-row or 
using the survey method which randomly selects a cell in the matrix for 
the analyst to rate (see Figure 7.3b for an example). If it is Consistent, put 
a “C” in the appropriate matrix box; if it is Inconsistent, put an “I”; if it is Not 
Applicable to that hypothesis, put an “NA.” If a specific item of evidence, 
argument, or assumption is particularly compelling, put two “Cs” in the 
box; if it strongly undercuts the hypothesis, put two “Is.”

When you are asking if an input is Consistent or Inconsistent with 
a specific hypothesis, a common response is, “It all depends on. . . .” That 
means the rating for the hypothesis will be based on an assumption—
whatever assumption the rating “depends on.” You should record all 
such assumptions. After completing the matrix, look for any pattern in 
those assumptions—such as, the same assumption being made when 
ranking multiple items of information. After the relevant information has 
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The PARC version was designed for use by an individual analyst, but in 
practice it is commonly used by a collocated team of analysts. Members of such 
groups report that:

✶✶ The technique helps them gain a better understanding of the differences 
of opinion with other analysts or between analytic offices.

✶✶ Review of the ACH matrix provides a systematic basis for identification 
and discussion of differences between participating analysts.

✶✶ Reference to the matrix helps depersonalize the argumentation when 
there are differences of opinion.

Other versions of ACH have been developed by various research centers 
and academic institutions. One noteworthy version called Structured Analysis of 
Competing Hypothesis, developed for instruction at Mercyhurst College, builds on 
ACH by requiring deeper analysis at some points. 

The most recent advance in ACH technology is called Te@mACH, developed 
under the direction of Randy Pherson for Globalitica, LLC, in 2010. This has almost all of 
the functions of the PARC ACH tool, but it is designed as a collaborative tool. It allows 
analysts in several locations to work on the same problem simultaneously. They can 
propose hypotheses and enter data on the matrix from multiple locations, but they 
must agree to work from the same set of hypotheses and the same set of relevant 
information. The software allows them to chat electronically about one another’s 
assessments and assumptions, to compare their analysis with that of their colleagues, 
and to learn what the group consensus was for the overall problem solution. 

Te@mACH provides a tool for intraoffice or interagency collaboration that 
ensures all analysts are working from the same database of evidence, arguments, 
and assumptions, and that each member of the team has had an opportunity to 
express his or her view on how that information relates to the likelihood of each 
hypothesis. Analysts can use the tool both synchronously and asynchronously. It 
adds other useful functions such as a survey method to enter data that protects 
against bias, the ability to record key assumptions and collection requirements, 
and a filtering function that allows analysts to compare and contrast how each 
person rated the relevant information.5 

▸▸ The Method
To retain three or five or seven hypotheses in working memory and note how 
each item of information fits into each hypothesis is beyond the capabilities of 

5. A more detailed description of Te@mACH® can be found on the Software tab at http://www.globalytica.com. The PARC 
ACH tool can also be accessed through this website. 

most people. It takes far greater mental agility than the common practice of 
seeking evidence to support a single hypothesis that is already believed to be 
the most likely answer. ACH can be accomplished, however, with the help of the 
following nine-step process: 

1. Identify the hypotheses to be considered. Hypotheses should be mutually 
exclusive; that is, if one hypothesis is true, all others must be false. The 
list of hypotheses should include all reasonable possibilities. Include a 
deception hypothesis, if that is appropriate. For each hypothesis, develop 
a brief scenario or “story” that explains how it might be true.

2. Make a list of significant information, which for ACH means everything 
that is relevant to evaluating the hypotheses—including evidence, 
assumptions, and the absence of things one would expect to see if a 
hypothesis were true. It is important to include assumptions as well 
as factual evidence, because the matrix is intended to be an accurate 
reflection of the analyst’s thinking about the topic. If the analyst’s thinking 
is driven by assumptions rather than hard facts, this needs to become 
apparent so that the assumptions can be challenged. A classic example 
of absence of evidence is the Sherlock Holmes story of the dog barking in 
the night. The failure of the dog to bark was persuasive evidence that the 
guilty party was not an outsider but an insider who was known to the dog.

3. Create a matrix with all hypotheses across the top and all items of relevant 
information down the left side. See Figure 7.3a for an example. Analyze 
each input by asking, “Is this input Consistent with the hypothesis, is it 
Inconsistent with the hypothesis, or is it Not Applicable or not relevant?” 
This can be done by either filling in each cell of the matrix row-by-row or 
using the survey method which randomly selects a cell in the matrix for 
the analyst to rate (see Figure 7.3b for an example). If it is Consistent, put 
a “C” in the appropriate matrix box; if it is Inconsistent, put an “I”; if it is Not 
Applicable to that hypothesis, put an “NA.” If a specific item of evidence, 
argument, or assumption is particularly compelling, put two “Cs” in the 
box; if it strongly undercuts the hypothesis, put two “Is.”

When you are asking if an input is Consistent or Inconsistent with 
a specific hypothesis, a common response is, “It all depends on. . . .” That 
means the rating for the hypothesis will be based on an assumption—
whatever assumption the rating “depends on.” You should record all 
such assumptions. After completing the matrix, look for any pattern in 
those assumptions—such as, the same assumption being made when 
ranking multiple items of information. After the relevant information has 
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been sorted for diagnosticity, note how many of the highly diagnostic 
Inconsistency ratings are based on assumptions. Consider how much 
confidence you should have in those assumptions and then adjust the 
confidence in the ACH Inconsistency Scores accordingly. 

4. Review where analysts differ in their assessments and decide if 
adjustments are needed in the ratings (see Figure 7.3c). Often, differences 
in how analysts rate a particular item of information can be traced back to 
different assumptions about the hypotheses when doing the ratings. 

5. Refine the matrix by reconsidering the hypotheses. Does it make sense 
to combine two hypotheses into one, or to add a new hypothesis that 
was not considered at the start? If a new hypothesis is added, go back 
and evaluate all the relevant information for this hypothesis. Additional 
relevant information can be added at any time.

6. Draw tentative conclusions about the relative likelihood of each 
hypothesis, basing your conclusions on an analysis regarding the 

diagnosticity of each item of relevant information. The software  
helps the analyst by adding up the number of Inconsistency ratings 
for each hypothesis and posting an Inconsistency Score for each 
hypothesis. It then ranks the hypotheses from those with the least 
Inconsistent ratings to those with the most Inconsistent ratings. The 
hypothesis with the lowest Inconsistency Score is tentatively the most 
likely hypothesis. The one with the most Inconsistencies is usually the 
least likely.

The Inconsistency Scores are broad generalizations, not precise 
calculations. ACH is intended to help the analyst make an estimative 
judgment, but not to actually make the judgment for the analyst. This 
process is likely to produce correct estimates more frequently than less 
systematic or rigorous approaches, but the scoring system does not 
eliminate the need for analysts to use their own good judgment. The 
Potential Pitfalls section, below, identifies several occasions when analysts 
need to override the Inconsistency Scores.

Entering Hypotheses and Relevant Information with Te@mACH®

Enter Relevant
Information

Enter Hypotheses

Rate
Credibility

Notes/Assumptions/
Credibility Justification

®

 Figure 7.3a Creating an ACH Matrix

Using the Survey Method to Code Information with Te@mACH®

Progress Bar

Indicate consistency
with hypothesis

®

 Figure 7.3b Coding Relevant Information in ACH
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been sorted for diagnosticity, note how many of the highly diagnostic 
Inconsistency ratings are based on assumptions. Consider how much 
confidence you should have in those assumptions and then adjust the 
confidence in the ACH Inconsistency Scores accordingly. 

4. Review where analysts differ in their assessments and decide if 
adjustments are needed in the ratings (see Figure 7.3c). Often, differences 
in how analysts rate a particular item of information can be traced back to 
different assumptions about the hypotheses when doing the ratings. 

5. Refine the matrix by reconsidering the hypotheses. Does it make sense 
to combine two hypotheses into one, or to add a new hypothesis that 
was not considered at the start? If a new hypothesis is added, go back 
and evaluate all the relevant information for this hypothesis. Additional 
relevant information can be added at any time.

6. Draw tentative conclusions about the relative likelihood of each 
hypothesis, basing your conclusions on an analysis regarding the 

diagnosticity of each item of relevant information. The software  
helps the analyst by adding up the number of Inconsistency ratings 
for each hypothesis and posting an Inconsistency Score for each 
hypothesis. It then ranks the hypotheses from those with the least 
Inconsistent ratings to those with the most Inconsistent ratings. The 
hypothesis with the lowest Inconsistency Score is tentatively the most 
likely hypothesis. The one with the most Inconsistencies is usually the 
least likely.

The Inconsistency Scores are broad generalizations, not precise 
calculations. ACH is intended to help the analyst make an estimative 
judgment, but not to actually make the judgment for the analyst. This 
process is likely to produce correct estimates more frequently than less 
systematic or rigorous approaches, but the scoring system does not 
eliminate the need for analysts to use their own good judgment. The 
Potential Pitfalls section, below, identifies several occasions when analysts 
need to override the Inconsistency Scores.

Entering Hypotheses and Relevant Information with Te@mACH®

Enter Relevant
Information

Enter Hypotheses

Rate
Credibility

Notes/Assumptions/
Credibility Justification

®

 Figure 7.3a Creating an ACH Matrix

Using the Survey Method to Code Information with Te@mACH®

Progress Bar

Indicate consistency
with hypothesis
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 Figure 7.3b Coding Relevant Information in ACH
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7. Analyze the sensitivity of your tentative conclusion to a change in the 
interpretation of a few critical items of relevant information that the 
software automatically moves to the top of the matrix. Consider the 
consequences for your analysis if one or more of these critical items of 
relevant information were wrong or deceptive or subject to a different 
interpretation. If a different interpretation would be sufficient to change 
your conclusion, go back and do everything that is reasonably possible to 
double-check the accuracy of your interpretation.

8. Report the conclusions. Consider the relative likelihood of all the 
hypotheses, not just the most likely one. State which items of relevant 
information were the most diagnostic, and how compelling a case they 
make in identifying the most likely hypothesis.

9. Identify indicators or milestones for future observation. Generate two lists: 
the first focusing on future events or what might be developed through 
additional research that would help prove the validity of your analytic 
judgment; the second, a list of indicators that would suggest that your 

judgment is less likely to be correct or that the situation has changed. 
Validate the indicators and monitor both lists on a regular basis, remaining 
alert to whether new information strengthens or weakens your case.

▸▸ Potential Pitfalls
A word of caution: ACH only works when all the analysts approach an issue with 
a relatively open mind. An analyst who is already committed to a belief in what 
the right answer is will often find a way to interpret the relevant information as 
consistent with that belief. In other words, as an antidote to Confirmation Bias, 
ACH is similar to a flu shot. Taking the flu shot will usually keep you from getting 
the flu, but it won’t make you well if you already have the flu.

The Inconsistency Scores generated by the ACH software for each hypothesis 
are not the product of a magic formula that tells you which hypothesis to believe 
in! The ACH software takes you through a systematic analytic process, and the 
computer does the addition, but the judgment that emerges is only as accurate as 
your selection and evaluation of the relevant information to be considered.

Because it is more difficult to refute hypotheses than to find information 
that confirms a favored hypothesis, the generation and testing of alternative 
hypotheses will often increase rather than reduce the analyst’s level of uncertainty. 
Such uncertainty is frustrating, but it is usually an accurate reflection of the true 
situation. The ACH procedure has the offsetting advantage of focusing your 
attention on the few items of critical information that cause the uncertainty or, if 
they were available, would alleviate it. ACH can guide future collection, research, 
and analysis to resolve the uncertainty and produce a more accurate judgment.

Analysts should be aware of five circumstances that can cause a divergence 
between an analyst’s own beliefs and the Inconsistency Scores. In the first two 
circumstances described in the following list, the Inconsistency Scores seem to 
be wrong when they are actually correct. In the next three circumstances, the 
Inconsistency Scores may seem correct when they are actually wrong. Analysts 
need to recognize these circumstances, understand the problem, and make 
adjustments accordingly.

✶✶  Assumptions or logical deductions omitted: If the scores in the matrix 
do not support what you believe is the most likely hypothesis, the matrix 
may be incomplete. Your thinking may be influenced by assumptions 
or logical deductions that have not been included in the list of relevant 
information or arguments. If so, these should be included so that the 
matrix fully reflects everything that influences your judgment on this 
issue. It is important for all analysts to recognize the role that unstated or 
unquestioned (and sometimes unrecognized) assumptions play in their 
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7. Analyze the sensitivity of your tentative conclusion to a change in the 
interpretation of a few critical items of relevant information that the 
software automatically moves to the top of the matrix. Consider the 
consequences for your analysis if one or more of these critical items of 
relevant information were wrong or deceptive or subject to a different 
interpretation. If a different interpretation would be sufficient to change 
your conclusion, go back and do everything that is reasonably possible to 
double-check the accuracy of your interpretation.

8. Report the conclusions. Consider the relative likelihood of all the 
hypotheses, not just the most likely one. State which items of relevant 
information were the most diagnostic, and how compelling a case they 
make in identifying the most likely hypothesis.

9. Identify indicators or milestones for future observation. Generate two lists: 
the first focusing on future events or what might be developed through 
additional research that would help prove the validity of your analytic 
judgment; the second, a list of indicators that would suggest that your 

judgment is less likely to be correct or that the situation has changed. 
Validate the indicators and monitor both lists on a regular basis, remaining 
alert to whether new information strengthens or weakens your case.

▸▸ Potential Pitfalls
A word of caution: ACH only works when all the analysts approach an issue with 
a relatively open mind. An analyst who is already committed to a belief in what 
the right answer is will often find a way to interpret the relevant information as 
consistent with that belief. In other words, as an antidote to Confirmation Bias, 
ACH is similar to a flu shot. Taking the flu shot will usually keep you from getting 
the flu, but it won’t make you well if you already have the flu.

The Inconsistency Scores generated by the ACH software for each hypothesis 
are not the product of a magic formula that tells you which hypothesis to believe 
in! The ACH software takes you through a systematic analytic process, and the 
computer does the addition, but the judgment that emerges is only as accurate as 
your selection and evaluation of the relevant information to be considered.

Because it is more difficult to refute hypotheses than to find information 
that confirms a favored hypothesis, the generation and testing of alternative 
hypotheses will often increase rather than reduce the analyst’s level of uncertainty. 
Such uncertainty is frustrating, but it is usually an accurate reflection of the true 
situation. The ACH procedure has the offsetting advantage of focusing your 
attention on the few items of critical information that cause the uncertainty or, if 
they were available, would alleviate it. ACH can guide future collection, research, 
and analysis to resolve the uncertainty and produce a more accurate judgment.

Analysts should be aware of five circumstances that can cause a divergence 
between an analyst’s own beliefs and the Inconsistency Scores. In the first two 
circumstances described in the following list, the Inconsistency Scores seem to 
be wrong when they are actually correct. In the next three circumstances, the 
Inconsistency Scores may seem correct when they are actually wrong. Analysts 
need to recognize these circumstances, understand the problem, and make 
adjustments accordingly.

✶✶  Assumptions or logical deductions omitted: If the scores in the matrix 
do not support what you believe is the most likely hypothesis, the matrix 
may be incomplete. Your thinking may be influenced by assumptions 
or logical deductions that have not been included in the list of relevant 
information or arguments. If so, these should be included so that the 
matrix fully reflects everything that influences your judgment on this 
issue. It is important for all analysts to recognize the role that unstated or 
unquestioned (and sometimes unrecognized) assumptions play in their 
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analysis. In political or military analysis, for example, conclusions may be 
driven by assumptions about another country’s capabilities or intentions. 
A principal goal of the ACH process is to identify those factors that drive 
the analyst’s thinking on an issue so that these factors can then be 
questioned and, if appropriate, changed.

✶✶  Insufficient attention to less likely hypotheses: If you think the scoring 
gives undue credibility to one or more of the less likely hypotheses, it may 
be because you have not assembled the relevant information needed to 
refute them. You may have devoted insufficient attention to obtaining 
such relevant information, or the relevant information may simply not 
be there. If you cannot find evidence to refute a hypothesis, it may be 
necessary to adjust your thinking and recognize that the uncertainty is 
greater than you had originally thought.

✶✶  Definitive relevant information: There are occasions when intelligence 
collectors obtain information from a trusted and well-placed inside source. 
The ACH analysis can label the information as having high credibility, but 
this is probably not enough to reflect the conclusiveness of such relevant 
information and the impact it should have on an analyst’s thinking about 
the hypotheses. In other words, in some circumstances one or two highly 
authoritative reports from a trusted source in a position to know may 
support one hypothesis so strongly that they refute all other hypotheses 
regardless of what other less reliable or less definitive relevant information 
may show.

✶✶  Unbalanced set of evidence: Evidence and arguments must be 
representative of the problem as a whole. If there is considerable evidence 
on a related but peripheral issue and comparatively few items of evidence 
on the core issue, the Inconsistency Score may be misleading.

✶✶  Diminishing returns: As evidence accumulates, each new item of 
Inconsistent relevant information or argument has less impact on the 
Inconsistency Scores than does the earlier relevant information. For 
example, the impact of any single item is less when there are fifty items 
than when there are only ten items. To understand this, consider what 
happens when you calculate the average of fifty numbers. Each number 
has equal weight, but adding a fifty-first number will have less impact on 
the average than if you start with only ten numbers and add one more. 
Stated differently, the accumulation of relevant information over time 
slows down the rate at which the Inconsistency Score changes in response 

to new relevant information. Therefore, these numbers may not reflect the 
actual amount of change in the situation you are analyzing. When you are 
evaluating change over time, it is desirable to delete the older relevant 
information periodically, or to partition the relevant information and 
analyze the older and newer relevant information separately.

Some other caveats to watch out for when using ACH include:

✶✶ The possibility exists that none of the relevant information identified is 
diagnostic.

✶✶ Not all relevant information is identified.

✶✶ The information identified could be inaccurate, deceptive, or misleading.

✶✶ The ratings are subjective and therefore subject to human error.

✶✶ When the analysis is performed by a group, the outcome can be 
contingent on healthy group dynamics.

▸▸ Relationship to Other Techniques
ACH is often used in conjunction with other techniques. For example, Structured 
Brainstorming, Nominal Group Technique, the Multiple Hypotheses GeneratorTM, 
or the Delphi Method may be used to identify hypotheses or relevant 
information to be included in the ACH analysis or to evaluate the significance of 
relevant information. Deception Detection may identify an opponent’s motive, 
opportunity, or means to conduct deception, or past deception practices; 
information about these factors should be included in the list of ACH-relevant 
information. The Diagnostic Reasoning technique is incorporated within the ACH 
method. The final step in the ACH method identifies indicators for monitoring 
future developments.

The ACH matrix is intended to reflect all relevant information and arguments 
that affect one’s thinking about a designated set of hypotheses. That means 
it should also include assumptions identified by a Key Assumptions Check 
(chapter 8). Conversely, rating the consistency of an item of relevant information 
with a specific hypothesis is often based on an assumption. When rating the 
consistency of relevant information in an ACH matrix, the analyst should ask, “If 
this hypothesis is true, would I see this item of relevant information?” A common 
thought in response to this question is, “It all depends on. . . .” This means that, 
however the consistency of that item of relevant information is rated, that rating 
will be based on an assumption—whatever assumption the rating “depends on.” 
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analysis. In political or military analysis, for example, conclusions may be 
driven by assumptions about another country’s capabilities or intentions. 
A principal goal of the ACH process is to identify those factors that drive 
the analyst’s thinking on an issue so that these factors can then be 
questioned and, if appropriate, changed.

✶✶  Insufficient attention to less likely hypotheses: If you think the scoring 
gives undue credibility to one or more of the less likely hypotheses, it may 
be because you have not assembled the relevant information needed to 
refute them. You may have devoted insufficient attention to obtaining 
such relevant information, or the relevant information may simply not 
be there. If you cannot find evidence to refute a hypothesis, it may be 
necessary to adjust your thinking and recognize that the uncertainty is 
greater than you had originally thought.

✶✶  Definitive relevant information: There are occasions when intelligence 
collectors obtain information from a trusted and well-placed inside source. 
The ACH analysis can label the information as having high credibility, but 
this is probably not enough to reflect the conclusiveness of such relevant 
information and the impact it should have on an analyst’s thinking about 
the hypotheses. In other words, in some circumstances one or two highly 
authoritative reports from a trusted source in a position to know may 
support one hypothesis so strongly that they refute all other hypotheses 
regardless of what other less reliable or less definitive relevant information 
may show.

✶✶  Unbalanced set of evidence: Evidence and arguments must be 
representative of the problem as a whole. If there is considerable evidence 
on a related but peripheral issue and comparatively few items of evidence 
on the core issue, the Inconsistency Score may be misleading.

✶✶  Diminishing returns: As evidence accumulates, each new item of 
Inconsistent relevant information or argument has less impact on the 
Inconsistency Scores than does the earlier relevant information. For 
example, the impact of any single item is less when there are fifty items 
than when there are only ten items. To understand this, consider what 
happens when you calculate the average of fifty numbers. Each number 
has equal weight, but adding a fifty-first number will have less impact on 
the average than if you start with only ten numbers and add one more. 
Stated differently, the accumulation of relevant information over time 
slows down the rate at which the Inconsistency Score changes in response 

to new relevant information. Therefore, these numbers may not reflect the 
actual amount of change in the situation you are analyzing. When you are 
evaluating change over time, it is desirable to delete the older relevant 
information periodically, or to partition the relevant information and 
analyze the older and newer relevant information separately.

Some other caveats to watch out for when using ACH include:

✶✶ The possibility exists that none of the relevant information identified is 
diagnostic.

✶✶ Not all relevant information is identified.

✶✶ The information identified could be inaccurate, deceptive, or misleading.

✶✶ The ratings are subjective and therefore subject to human error.

✶✶ When the analysis is performed by a group, the outcome can be 
contingent on healthy group dynamics.

▸▸ Relationship to Other Techniques
ACH is often used in conjunction with other techniques. For example, Structured 
Brainstorming, Nominal Group Technique, the Multiple Hypotheses GeneratorTM, 
or the Delphi Method may be used to identify hypotheses or relevant 
information to be included in the ACH analysis or to evaluate the significance of 
relevant information. Deception Detection may identify an opponent’s motive, 
opportunity, or means to conduct deception, or past deception practices; 
information about these factors should be included in the list of ACH-relevant 
information. The Diagnostic Reasoning technique is incorporated within the ACH 
method. The final step in the ACH method identifies indicators for monitoring 
future developments.

The ACH matrix is intended to reflect all relevant information and arguments 
that affect one’s thinking about a designated set of hypotheses. That means 
it should also include assumptions identified by a Key Assumptions Check 
(chapter 8). Conversely, rating the consistency of an item of relevant information 
with a specific hypothesis is often based on an assumption. When rating the 
consistency of relevant information in an ACH matrix, the analyst should ask, “If 
this hypothesis is true, would I see this item of relevant information?” A common 
thought in response to this question is, “It all depends on. . . .” This means that, 
however the consistency of that item of relevant information is rated, that rating 
will be based on an assumption—whatever assumption the rating “depends on.” 
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These assumptions should be recorded in the matrix and then considered in the 
context of a Key Assumptions Check.

The Delphi Method (chapter 9) can be used to double-check the conclusions 
of an ACH analysis. A number of outside experts are asked separately to assess 
the probability of the same set of hypotheses and to explain the rationale for their 
conclusions. If the two different groups of analysts using different methods arrive 
at the same conclusion, this is grounds for a significant increase in confidence in 
the conclusion. If they disagree, their lack of agreement is also useful, as one can 
then seek to understand the rationale for the different judgments.

ACH and Argument Mapping (described in the next section) are both used 
on the same types of complex analytic problems. They are both systematic 
methods for organizing relevant information, but they work in fundamentally 
different ways and are best used at different stages in the analytic process. ACH is 
used during an early stage to analyze a range of hypotheses in order to determine 
which is most consistent with the broad body of relevant information. At a later 
stage, when the focus is on developing, evaluating, or presenting the case for a 
specific conclusion, Argument Mapping is the appropriate method. Each method 
has strengths and weaknesses, and the optimal solution is to use both.

▸▸ Origins of This Technique
Richards Heuer originally developed the ACH technique at the CIA in the  
mid-1980s as one part of a methodology for analyzing the presence or absence 
of Soviet deception. It was first described publicly in his book Psychology of 
Intelligence Analysis6 in 1999; Heuer and Randy Pherson helped the Palo Alto 
Research Center gain funding from the federal government during 2004 and 
2005 to produce the first professionally developed ACH software. Randy Pherson 
managed its introduction into the U.S. Intelligence Community. Recently, with 
Pherson’s assistance, Globalytica, LLC, developed a more collaborative version of 
the software called Te@mACH.

6. Richards J. Heuer Jr., Psychology of Intelligence Analysis (Washington, DC: CIA Center for the Study of Intelligence, 1999; reprinted 
by Pherson Associates, LLC, Reston, VA 2007).

7.4 ARGUMENT MAPPING

A
rgument Mapping is a technique that tests a single 
hypothesis through logical reasoning. An Argument 
Map starts with a single hypothesis or tentative analytic 
judgment and then graphically separates the claims and 

evidence to help break down complex issues and communicate the reasoning 
behind a conclusion. It is a type of tree diagram that starts with the conclusion 
or lead hypothesis, and then branches out to reasons, evidence, and finally 
assumptions. The process of creating the Argument Map helps to identify key 
assumptions and gaps in logic.

An Argument Map makes it easier for both the analysts and the recipients 
of the analysis to clarify and organize their thoughts and evaluate the soundness 
of any conclusion. It shows the logical relationships between various thoughts 
in a systematic way and allows one to assess quickly in a visual way the strength 
of the overall argument. The technique also helps the analysts and recipients of 
the report to focus on key issues and arguments rather than focusing too much 
attention on minor points.

▸▸ When to Use It
When making an intuitive judgment, use Argument Mapping to test your own 
reasoning. Creating a visual map of your reasoning and the evidence that supports 
this reasoning helps you better understand the strengths, weaknesses, and gaps 
in your argument. It is best to use this technique before you write your product to 
ensure the quality of the argument and refine the line of argument.

Argument Mapping and Analysis of Competing Hypotheses (ACH) are 
complementary techniques that work well either separately or together. 
Argument Mapping is a detailed presentation of the argument for a single 
hypothesis, while ACH is a more general analysis of multiple hypotheses. The ideal 
is to use both.

✶✶ Before you generate an Argument Map, there is considerable benefit to be 
gained by using ACH to take a closer look at the viability of alternative hypotheses. 
After looking at alternative hypotheses, you can then select the best one to map.

✶✶ After you have identified a favored hypothesis through ACH analysis, there 
is much to be gained by using Argument Mapping to check and help present the 
rationale for this hypothesis.

Copyright ©2015 by SAGE Publications, Inc.  This work may not be reproduced or distributed in any form or by any 
means without express written permission of the publisher.

Do n
ot 

co
py

, p
os

t, o
r d

ist
rib

ute



Hypothesis Generation and Testing   [ 193 ]

�

[ 192 ]    STRUCTURED ANALYTIC TECHNIQUES FOR INTELLIGENCE ANALYSIS

These assumptions should be recorded in the matrix and then considered in the 
context of a Key Assumptions Check.

The Delphi Method (chapter 9) can be used to double-check the conclusions 
of an ACH analysis. A number of outside experts are asked separately to assess 
the probability of the same set of hypotheses and to explain the rationale for their 
conclusions. If the two different groups of analysts using different methods arrive 
at the same conclusion, this is grounds for a significant increase in confidence in 
the conclusion. If they disagree, their lack of agreement is also useful, as one can 
then seek to understand the rationale for the different judgments.

ACH and Argument Mapping (described in the next section) are both used 
on the same types of complex analytic problems. They are both systematic 
methods for organizing relevant information, but they work in fundamentally 
different ways and are best used at different stages in the analytic process. ACH is 
used during an early stage to analyze a range of hypotheses in order to determine 
which is most consistent with the broad body of relevant information. At a later 
stage, when the focus is on developing, evaluating, or presenting the case for a 
specific conclusion, Argument Mapping is the appropriate method. Each method 
has strengths and weaknesses, and the optimal solution is to use both.

▸▸ Origins of This Technique
Richards Heuer originally developed the ACH technique at the CIA in the  
mid-1980s as one part of a methodology for analyzing the presence or absence 
of Soviet deception. It was first described publicly in his book Psychology of 
Intelligence Analysis6 in 1999; Heuer and Randy Pherson helped the Palo Alto 
Research Center gain funding from the federal government during 2004 and 
2005 to produce the first professionally developed ACH software. Randy Pherson 
managed its introduction into the U.S. Intelligence Community. Recently, with 
Pherson’s assistance, Globalytica, LLC, developed a more collaborative version of 
the software called Te@mACH.

6. Richards J. Heuer Jr., Psychology of Intelligence Analysis (Washington, DC: CIA Center for the Study of Intelligence, 1999; reprinted 
by Pherson Associates, LLC, Reston, VA 2007).

7.4 ARGUMENT MAPPING

A
rgument Mapping is a technique that tests a single 
hypothesis through logical reasoning. An Argument 
Map starts with a single hypothesis or tentative analytic 
judgment and then graphically separates the claims and 

evidence to help break down complex issues and communicate the reasoning 
behind a conclusion. It is a type of tree diagram that starts with the conclusion 
or lead hypothesis, and then branches out to reasons, evidence, and finally 
assumptions. The process of creating the Argument Map helps to identify key 
assumptions and gaps in logic.

An Argument Map makes it easier for both the analysts and the recipients 
of the analysis to clarify and organize their thoughts and evaluate the soundness 
of any conclusion. It shows the logical relationships between various thoughts 
in a systematic way and allows one to assess quickly in a visual way the strength 
of the overall argument. The technique also helps the analysts and recipients of 
the report to focus on key issues and arguments rather than focusing too much 
attention on minor points.

▸▸ When to Use It
When making an intuitive judgment, use Argument Mapping to test your own 
reasoning. Creating a visual map of your reasoning and the evidence that supports 
this reasoning helps you better understand the strengths, weaknesses, and gaps 
in your argument. It is best to use this technique before you write your product to 
ensure the quality of the argument and refine the line of argument.

Argument Mapping and Analysis of Competing Hypotheses (ACH) are 
complementary techniques that work well either separately or together. 
Argument Mapping is a detailed presentation of the argument for a single 
hypothesis, while ACH is a more general analysis of multiple hypotheses. The ideal 
is to use both.

✶✶ Before you generate an Argument Map, there is considerable benefit to be 
gained by using ACH to take a closer look at the viability of alternative hypotheses. 
After looking at alternative hypotheses, you can then select the best one to map.

✶✶ After you have identified a favored hypothesis through ACH analysis, there 
is much to be gained by using Argument Mapping to check and help present the 
rationale for this hypothesis.
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▸▸ Value Added
An Argument Map organizes one’s thinking by showing the logical 
relationships between the various thoughts, both pro and con. An Argument 
Map also helps the analyst recognize assumptions and identify gaps in the 
available knowledge. The visualization of these relationships makes it easier 
to think about a complex issue and serves as a guide for clearly presenting 
to others the rationale for the conclusions. Having this rationale available in 
a visual form helps both the analyst and recipients of the report focus on the 
key points rather than meandering aimlessly or going off on nonsubstantive 
tangents.

When used collaboratively, Argument Mapping helps ensure that a variety 
of views are expressed and considered. The visual representation of an argument 
also makes it easier to recognize weaknesses in opposing arguments. It pinpoints 
the location of any disagreement, and it can also serve as an objective basis for 
mediating a disagreement.

An Argument Map is an ideal tool for dealing with issues of cause and 
effect—and for avoiding the cognitive trap of assuming that correlation implies 
causation. By laying out all the arguments for and against a lead hypothesis—and 
all the supporting evidence and logic—for each argument, it is easy to evaluate the 
soundness of the overall argument. The process also mitigates against the intuitive 
traps of ignoring base rate probabilities by encouraging the analyst to seek out 
and record all the relevant facts that support each supposition. Similarly, the focus 
on seeking out and recording all data that support or rebut the key points of the 
argument makes it difficult for the analyst to make the mistake of overdrawing 
conclusions from a small sample of data or continuing to hold to an analytic 
judgment when confronted with a mounting list of evidence that contradicts the 
initial conclusion.

▸▸ The Method
An Argument Map starts with a hypothesis—a single-sentence statement, 
judgment, or claim about which the analyst can, in subsequent statements, 
present general arguments and detailed evidence, both pro and con. Boxes 
with arguments are arrayed hierarchically below this statement, and these boxes 
are connected with arrows. The arrows signify that a statement in one box is a 
reason to believe, or not to believe, the statement in the box to which the arrow 
is pointing. Different types of boxes serve different functions in the reasoning 
process, and boxes use some combination of color-coding, icons, shapes, and 
labels so that one can quickly distinguish arguments supporting a hypothesis 
from arguments opposing it. Figure 7.4 is a very simple example of Argument 
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▸▸ Value Added
An Argument Map organizes one’s thinking by showing the logical 
relationships between the various thoughts, both pro and con. An Argument 
Map also helps the analyst recognize assumptions and identify gaps in the 
available knowledge. The visualization of these relationships makes it easier 
to think about a complex issue and serves as a guide for clearly presenting 
to others the rationale for the conclusions. Having this rationale available in 
a visual form helps both the analyst and recipients of the report focus on the 
key points rather than meandering aimlessly or going off on nonsubstantive 
tangents.

When used collaboratively, Argument Mapping helps ensure that a variety 
of views are expressed and considered. The visual representation of an argument 
also makes it easier to recognize weaknesses in opposing arguments. It pinpoints 
the location of any disagreement, and it can also serve as an objective basis for 
mediating a disagreement.

An Argument Map is an ideal tool for dealing with issues of cause and 
effect—and for avoiding the cognitive trap of assuming that correlation implies 
causation. By laying out all the arguments for and against a lead hypothesis—and 
all the supporting evidence and logic—for each argument, it is easy to evaluate the 
soundness of the overall argument. The process also mitigates against the intuitive 
traps of ignoring base rate probabilities by encouraging the analyst to seek out 
and record all the relevant facts that support each supposition. Similarly, the focus 
on seeking out and recording all data that support or rebut the key points of the 
argument makes it difficult for the analyst to make the mistake of overdrawing 
conclusions from a small sample of data or continuing to hold to an analytic 
judgment when confronted with a mounting list of evidence that contradicts the 
initial conclusion.

▸▸ The Method
An Argument Map starts with a hypothesis—a single-sentence statement, 
judgment, or claim about which the analyst can, in subsequent statements, 
present general arguments and detailed evidence, both pro and con. Boxes 
with arguments are arrayed hierarchically below this statement, and these boxes 
are connected with arrows. The arrows signify that a statement in one box is a 
reason to believe, or not to believe, the statement in the box to which the arrow 
is pointing. Different types of boxes serve different functions in the reasoning 
process, and boxes use some combination of color-coding, icons, shapes, and 
labels so that one can quickly distinguish arguments supporting a hypothesis 
from arguments opposing it. Figure 7.4 is a very simple example of Argument 
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Mapping, showing some of the arguments bearing on the assessment that  
North Korea has nuclear weapons.

The specific steps involved in constructing a generic Argument Map are:

✶✶ Write down the lead hypothesis—a single-sentence statement, judgment, 
or claim at the top of the argument tree.

✶✶ Draw a set of boxes below this initial box and list the key reasons why the 
statement is true and the key objections to the statement.

✶✶ Use green lines to link the reasons to the primary claim or other 
conclusions they support.

✶✶ Use green lines to connect evidence that supports the key reason to that 
reason. (Hint: State the reason and then ask yourself, “Because?” The answer 
should be the evidence you are seeking.) 

✶✶ Identify any counterevidence that is inconsistent with the reason. Use red 
lines to link the counterevidence to the reasons they contradict.

✶✶ Identify any objections or challenges to the primary claim or key 
conclusions. Use red lines to connect the objections to the primary claim 
or key conclusions.

✶✶ Identify any counterevidence that supports the objections or challenges. 
Use red lines to link the counterevidence to the objections or challenges 
it supports.

✶✶ Specify rebuttals, if any, with orange lines. An objection, challenge, or 
counterevidence that does not have an orange-line rebuttal suggests a 
flaw in the argument.

✶✶ Evaluate the argument for clarity and completeness, ensuring that red-lined 
opposing claims and evidence have orange-line rebuttals. If all the reasons 
can be rebutted, then the argument is without merit.

▸▸ Potential Pitfalls
Argument Mapping is a challenging skill. Training and practice are required to 
use the technique properly and so gain its benefits. Detailed instructions for 
effective use of this technique are available at the website listed below under 
“Origins of This Technique.” Assistance by someone experienced in using the 
technique is necessary for first-time users. Commercial software and freeware 
are available for various types of Argument Mapping. In the absence of software, 
using a sticky note to represent each box in an Argument Map drawn on a 

whiteboard can be very helpful, as it is easy to move the sticky notes around as 
the map evolves and changes.

▸▸ Origins of This Technique
The history of Argument Mapping goes back to the early nineteenth century. 
In the early twentieth century, John Henry Wigmore pioneered its use for legal 
argumentation. The availability of computers to create and modify Argument 
Maps in the later twentieth century prompted broader interest in Argument 
Mapping in Australia for use in a variety of analytic domains. The short description 
here is based on material in the Austhink website: http://www.austhink.com/
critical/pages/argument_mapping.html.
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or claim at the top of the argument tree.

✶✶ Draw a set of boxes below this initial box and list the key reasons why the 
statement is true and the key objections to the statement.

✶✶ Use green lines to link the reasons to the primary claim or other 
conclusions they support.

✶✶ Use green lines to connect evidence that supports the key reason to that 
reason. (Hint: State the reason and then ask yourself, “Because?” The answer 
should be the evidence you are seeking.) 
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lines to link the counterevidence to the reasons they contradict.

✶✶ Identify any objections or challenges to the primary claim or key 
conclusions. Use red lines to connect the objections to the primary claim 
or key conclusions.

✶✶ Identify any counterevidence that supports the objections or challenges. 
Use red lines to link the counterevidence to the objections or challenges 
it supports.

✶✶ Specify rebuttals, if any, with orange lines. An objection, challenge, or 
counterevidence that does not have an orange-line rebuttal suggests a 
flaw in the argument.

✶✶ Evaluate the argument for clarity and completeness, ensuring that red-lined 
opposing claims and evidence have orange-line rebuttals. If all the reasons 
can be rebutted, then the argument is without merit.

▸▸ Potential Pitfalls
Argument Mapping is a challenging skill. Training and practice are required to 
use the technique properly and so gain its benefits. Detailed instructions for 
effective use of this technique are available at the website listed below under 
“Origins of This Technique.” Assistance by someone experienced in using the 
technique is necessary for first-time users. Commercial software and freeware 
are available for various types of Argument Mapping. In the absence of software, 
using a sticky note to represent each box in an Argument Map drawn on a 

whiteboard can be very helpful, as it is easy to move the sticky notes around as 
the map evolves and changes.

▸▸ Origins of This Technique
The history of Argument Mapping goes back to the early nineteenth century. 
In the early twentieth century, John Henry Wigmore pioneered its use for legal 
argumentation. The availability of computers to create and modify Argument 
Maps in the later twentieth century prompted broader interest in Argument 
Mapping in Australia for use in a variety of analytic domains. The short description 
here is based on material in the Austhink website: http://www.austhink.com/
critical/pages/argument_mapping.html.
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�7.5 DECEPTION DETECTION

D
eception is an action intended by an adversary to 
influence the perceptions, decisions, or actions of 
another to the advantage of the deceiver. Deception 
Detection is a set of checklists that analysts can use to 

help them determine when to look for deception, discover whether deception 
actually is present, and figure out what to do to avoid being deceived. “The 
accurate perception of deception in counterintelligence analysis is extraordinarily 
difficult. If deception is done well, the analyst should not expect to see any 
evidence of it. If, on the other hand, deception is expected, the analyst often will 
find evidence of deception even when it is not there.”7

▸▸ When to Use It
Analysts should be concerned about the possibility of deception when:

✶✶ The potential deceiver has a history of conducting deception.

✶✶ Key information is received at a critical time—that is, when either the 
recipient or the potential deceiver has a great deal to gain or to lose.

✶✶ Information is received from a source whose bona fides are questionable.

✶✶ Analysis hinges on a single critical piece of information or reporting.

✶✶ Accepting new information would require the analyst to alter a key 
assumption or key judgment.

✶✶ Accepting new information would cause the recipient to expend or divert 
significant resources.

✶✶ The potential deceiver may have a feedback channel that illuminates 
whether and how the deception information is being processed and to 
what effect.

▸▸ Value Added
Most intelligence analysts know they cannot assume that everything that arrives 
in their in-box is valid, but few know how to factor such concerns effectively 

7. Richards J. Heuer Jr., “Cognitive Factors in Deception and Counterdeception,” in Strategic Military Deception, ed. Donald C. Daniel 
and Katherine L. Herbig (New York: Pergamon Press, 1982).

into their daily work practices. If an analyst accepts the possibility that some of 
the information received may be deliberately deceptive, this puts a significant 
cognitive burden on the analyst. All the evidence is open then to some question, 
and it becomes difficult to draw any valid inferences from the reporting. This 
fundamental dilemma can paralyze analysis unless practical tools are available to 
guide the analyst in determining when it is appropriate to worry about deception, 
how best to detect deception in the 
reporting, and what to do in the future 
to guard against being deceived.

The measure of a good deception 
operation is how well it exploits the 
cognitive biases of its target audience. 
The deceiver’s strategy usually is 
to provide some intelligence or 
information of value to the person 
being deceived in the hopes that he 
or she will conclude the “take” is good 
enough and should be disseminated. 
As additional information is collected, the satisficing bias is reinforced and the 
recipient’s confidence in the information or the source usually grows, further 
blinding the recipient to the possibility that he or she is being deceived. The 
deceiver knows that the information being provided is highly valued, although 
over time some people will begin to question the bona fides of the source. Often, 
this puts the person who developed the source or acquired the information on 
the defensive, and the natural reaction is to reject any and all criticism. This cycle 
is usually broken only by applying structured techniques such as Deception 
Detection to force a critical examination of the true quality of the information and 
the potential for deception. 

▸▸ The Method
Analysts should routinely consider the possibility that opponents or competitors 
are attempting to mislead them or to hide important information. The possibility 
of deception cannot be rejected simply because there is no evidence of it; 
because, if the deception is well done, one should not expect to see evidence 
of it. Some circumstances in which deception is most likely to occur are listed 
in the “When to Use It” section. When such circumstances occur, the analyst, 
or preferably a small group of analysts, should assess the situation using four 
checklists that are commonly referred to by their acronyms: MOM, POP, MOSES, 
and EVE. (See box on p. 201.)
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7.5 DECEPTION DETECTION

D
eception is an action intended by an adversary to 
influence the perceptions, decisions, or actions of 
another to the advantage of the deceiver. Deception 
Detection is a set of checklists that analysts can use to 

help them determine when to look for deception, discover whether deception 
actually is present, and figure out what to do to avoid being deceived. “The 
accurate perception of deception in counterintelligence analysis is extraordinarily 
difficult. If deception is done well, the analyst should not expect to see any 
evidence of it. If, on the other hand, deception is expected, the analyst often will 
find evidence of deception even when it is not there.”7

▸▸ When to Use It
Analysts should be concerned about the possibility of deception when:

✶✶ The potential deceiver has a history of conducting deception.

✶✶ Key information is received at a critical time—that is, when either the 
recipient or the potential deceiver has a great deal to gain or to lose.

✶✶ Information is received from a source whose bona fides are questionable.

✶✶ Analysis hinges on a single critical piece of information or reporting.

✶✶ Accepting new information would require the analyst to alter a key 
assumption or key judgment.

✶✶ Accepting new information would cause the recipient to expend or divert 
significant resources.

✶✶ The potential deceiver may have a feedback channel that illuminates 
whether and how the deception information is being processed and to 
what effect.

▸▸ Value Added
Most intelligence analysts know they cannot assume that everything that arrives 
in their in-box is valid, but few know how to factor such concerns effectively 

7. Richards J. Heuer Jr., “Cognitive Factors in Deception and Counterdeception,” in Strategic Military Deception, ed. Donald C. Daniel 
and Katherine L. Herbig (New York: Pergamon Press, 1982).

into their daily work practices. If an analyst accepts the possibility that some of 
the information received may be deliberately deceptive, this puts a significant 
cognitive burden on the analyst. All the evidence is open then to some question, 
and it becomes difficult to draw any valid inferences from the reporting. This 
fundamental dilemma can paralyze analysis unless practical tools are available to 
guide the analyst in determining when it is appropriate to worry about deception, 
how best to detect deception in the 
reporting, and what to do in the future 
to guard against being deceived.

The measure of a good deception 
operation is how well it exploits the 
cognitive biases of its target audience. 
The deceiver’s strategy usually is 
to provide some intelligence or 
information of value to the person 
being deceived in the hopes that he 
or she will conclude the “take” is good 
enough and should be disseminated. 
As additional information is collected, the satisficing bias is reinforced and the 
recipient’s confidence in the information or the source usually grows, further 
blinding the recipient to the possibility that he or she is being deceived. The 
deceiver knows that the information being provided is highly valued, although 
over time some people will begin to question the bona fides of the source. Often, 
this puts the person who developed the source or acquired the information on 
the defensive, and the natural reaction is to reject any and all criticism. This cycle 
is usually broken only by applying structured techniques such as Deception 
Detection to force a critical examination of the true quality of the information and 
the potential for deception. 

▸▸ The Method
Analysts should routinely consider the possibility that opponents or competitors 
are attempting to mislead them or to hide important information. The possibility 
of deception cannot be rejected simply because there is no evidence of it; 
because, if the deception is well done, one should not expect to see evidence 
of it. Some circumstances in which deception is most likely to occur are listed 
in the “When to Use It” section. When such circumstances occur, the analyst, 
or preferably a small group of analysts, should assess the situation using four 
checklists that are commonly referred to by their acronyms: MOM, POP, MOSES, 
and EVE. (See box on p. 201.)

“
”

It is very hard to deal with deception when you 
are really just trying to get a sense of what is going 
on, and there is so much noise in the system, so 
much overload, and so much ambiguity. When 
you layer deception schemes on top of that, it 
erodes your ability to act.

—Robert Jervis, “Signaling and Perception in the 
Information Age,” in The Information Revolution and 

National Security, ed. Thomas E. Copeland, U.S. Army 
War College Strategic Studies Institute, August 2000
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Analysts have also found the following “rules of the road” helpful in dealing 
with deception:8

✶✶ Avoid overreliance on a single source of information.

✶✶ Seek and heed the opinions of those closest to the reporting.

✶✶ Be suspicious of human sources or subsources who have not been 
met with personally or for whom it is unclear how or from whom they 
obtained the information.

✶✶ Do not rely exclusively on what someone says (verbal intelligence); always 
look for material evidence (documents, pictures, an address or phone 
number that can be confirmed, or some other form of concrete, verifiable 
information).

✶✶ Look for a pattern where on several occasions a source’s reporting initially 
appears correct but later turns out to be wrong and the source offers a 
seemingly plausible, albeit weak, explanation for the discrepancy.

✶✶ Generate and evaluate a full set of plausible hypotheses—including a 
deception hypothesis, if appropriate—at the outset of a project.

✶✶ Know the limitations as well as the capabilities of the potential deceiver.

▸▸ Relationship to Other Techniques 
Analysts can combine Deception Detection with Analysis of Competing 
Hypotheses to assess the possibility of deception. The analyst explicitly includes 
deception as one of the hypotheses to be analyzed, and information identified 
through the MOM, POP, MOSES, and EVE checklists is then included as evidence in 
the ACH analysis.

▸▸ Origins of This Technique
Deception—and efforts to detect it—has always been an integral part of 
international relations. An excellent book on this subject is Michael Bennett and 
Edward Waltz, Counterdeception Principles and Applications for National Security 
(Boston: Artech House, 2007). The description of Deception Detection in this book 
was previously published in Randolph H. Pherson, Handbook of Analytic Tools and 
Techniques (Reston, VA: Pherson Associates, LLC, 2008).  

8. These rules are from Richards J. Heuer Jr., “Cognitive Factors in Deception and Counterdeception,” in Strategic Military Deception, 
ed. Donald C. Daniel and Katherine L. Herbig (New York: Pergamon Press, 1982); and Michael I. Handel, “Strategic and Operational 
Deception in Historical Perspective,” in Strategic and Operational Deception in the Second World War, ed. Michael I. Handel (London: 
Frank Cass, 1987).
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D E C E P T I O N  D E T E C T I O N  C H E C K L I S T S

Motive, Opportunity, and Means (MOM)

✶✶ Motive: What are the goals and motives of the potential deceiver?

✶✶ Channels: What means are available to the potential deceiver to feed information to us?

✶✶ Risks: What consequences would the adversary suffer if such a deception were revealed?

✶✶ Costs: Would the potential deceiver need to sacrifice sensitive information to establish the credibility 
of the deception channel?

✶✶ Feedback: Does the potential deceiver have a feedback mechanism to monitor the impact of the 
deception operation?

Past Opposition Practices (POP)

✶✶ Does the adversary have a history of engaging in deception?

✶✶ Does the current circumstance fit the pattern of past deceptions?

✶✶ If not, are there other historical precedents?

✶✶ If not, are there changed circumstances that would explain using this form of deception at this time?

Manipulability of Sources (MOSES)

✶✶ Is the source vulnerable to control or manipulation by the potential deceiver?

✶✶ What is the basis for judging the source to be reliable?

✶✶ Does the source have direct access or only indirect access to the information?

✶✶ How good is the source’s track record of reporting?

Evaluation of Evidence (EVE)

✶✶ How accurate is the source’s reporting? Has the whole chain of evidence, including translations, 
been checked?

✶✶ Does the critical evidence check out? Remember, the subsource can be more critical than the 
source.

✶✶ Does evidence from one source of reporting (e.g., human intelligence) conflict with that coming 
from another source (e.g., signals intelligence or open-source reporting)?

✶✶ Do other sources of information provide corroborating evidence?

✶✶ Is any evidence one would expect to see noteworthy by its absence?

Copyright ©2015 by SAGE Publications, Inc.  This work may not be reproduced or distributed in any form or by any 
means without express written permission of the publisher.

Do n
ot 

co
py

, p
os

t, o
r d

ist
rib

ute




